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1.1. f+ A& Wireshark

Wireshark J& 25047 T H . MM TR L EAE AR 2 ulliZR s, IRl B i se PR s .
PRAT LA R 2% A0 20 B R 2 10—l TR DN A A A AR 7 AR e Bk A0 R TR, A5 A8 F T R e N\ A5 P
IR R CHRIIA im0

NEMMRTAEARS T &5, EARBETRANA, slF L - FH M. Wireshark HHLLUG, XAPUIRAT LA
Wireshark ] B4 F 24> R AEAEHT A S5l (K T TC I 2% 20 A 4 Ao

1.1.1. FENH

RIS Wireshark — 225 F (#2541 -

O 2 657 T 53 FH SR At ) 8% i)

W 28 24 TR SR A 22 4 e i

RN 53 R BSRAT 175 250

FH k22 2 W 48 Bl

BT _ET$EE0), Wireshark i 0] LA EH 255

1.1.2. %

¥ #F UNIX Al Windows ‘&

FERE S IN B4

RETEA B B IR TEA P U5 B

AT LAFT TFARATAHHE 1) £

AT LA NG LA PR R SRR A B 4% X
CINYSESVE 2 iy wur):-3 )

EZ LB e £ A )

SIBUBUN A E 2 NP AT PN

Bl Z MGt it
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RGBT, TMHIE TRERA, A e AT
Bl 1.1. Wireshark 83 A FERIEA R

test. pcap - Wireshark : E”E

File Edit Wew Go Capture Analyze Statistics  Help

030 fa fO 27 =0 00 00 02 04 05 bd 01 01 04 02 e e e

B oW e @ x %8R «9»7F ¢ |EB&a
E}Eilter:l - +Expressiun... %,glear @ Apply
Mo, - Time Source Destination Protocol  Info 25
1 0, 000000 192.168.0.2 Broadcast ARP Who has 192.168.0.27 Gratuitous / —
2 0,2991349 192.168.0.1 192.168.0.2 NENS Name query MWESTAT * <002 <005 00> <0f
4 1,025659 192,.168.0.2 224.,0.,0.22 IGMP W3 Mewmbership Report
6 1.048852 192.168.0.2 239,255,255, 250 uoP Source port: 3193 Destination pot
2 1.055053 192.168.0.1 192.168.0.2 UDP Source port: 1900 Destination pot
9 1.,082038 192.168.0.2 192,168.0.255 NENS Fegistration NE WB100&610 00>
11 1.-226158 192.168.0.2 192.168.0.1 TCP 31% = http [5YN] 5eg=0 Len=0 M55
12 1.227282 192.168.0.1 192.168.0.2 TCP http » 3196 [5YN, ACK] Seq=0 Ack=: w
< | >
Frame 11 (62 bytes an wire, 62 hytes captured) »
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Metgear_2d:F5:9a (00:09:5b:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
= Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (807, Seq: O, Len: O
Source port: 3196 (319a)
Destination port: http (203
Sequence number: O {relatiwe sequence number)
Header length: 28 bytes —
Flags: Om0002 (SYN)
Window size: 64240 bl
000 OO0 09 5b 2d F5 9a 00 Ob 5d 20 cd 02 08 00 4% OO o[-u... ] ....E.
010 0D 30 18 48 40 00 830 06 61 Z2c cD af 0D 02 cO al L L
020 00 01 Oc Fc OO0 50 3c 36 95 f8 00 00 OO OO0 7O O2 N I~ T p.

|Fi|e: "D ftest.pcap” 14 KB 00:00:02 P:1z00: 120M: 0

1.13. HREFNLEED

Wireshark HJ AT 2 P& 82 MG, WA 2 L REM B O . AT FRITE MgH 288, nfRIERATRIM
i 4k 3 httpy//wiki.wireshark. org/CaptureSetup/Netw orkMedia.

114, XFZHLEEFBEREH

Wireshark 1] LLFTFF 2 Fif 0 25 3 B i PE R ER O 4, PEIL222

1.1.5. XFEZHRAHAH

Wieshark 1] LUKHIAE SCEF4 b 2 RS L AR SR B0 S0 RRIRE 2, 16 222
1.1.6. X} PSR IR PR

A DASZHEVE 22 B AR (72 Wireshark t1 i) A8 BOFR o i 50222

1.1.7. FEE4

Wireshark 5& JFEAAFITH , A GPL PRSUAAT . BT LA 9 AE AR BCRMINLE: AR, ARG 2 e, Brfy
RIS AL GPL HESE R8T LA 2 A T o UM DA JR IR, AATATEMR 2R 5345 Wireshark EASIHT RS, B R LA O 4
(R SEEIONOp S50 I W LD VAL I i ) P

1.1.8. Wireshark AR E

Wireshark N AEFE L1 T ThRE




W R T A RIS, Wireshark A X 88H KA T A A A B, 13
Wireshark N2 F K45, CANAE &AM 4% . Wireshark N4 k3% 48 s & 38 B SE5 (A RRIBHT IR
Ak, ARG AT DA - f# AT

BT PEEVE: BUNAZANRIZ I, BT EAA 2 N AR A 5 DO R A, AHR AR AR P 2% 00 HL 1T, S R
g2y, /R REE I AL R 4 B A BN AR AL

1.2. REFK
HUE S HEEAT Wireshark 75 FL A O BCBE P 26 1F...

1.2.1. —f& ¥

IO R R RN R, ERZHMN Gl DUE AT, (EAHER IS DL AR . @

TE BT (1) ) 5% rp e B A0 K AR 2% ZE T I I B, Y 25 AR B 1 E 100MBIT/s 4 80 T LA K Y o 4 412 0040 K 2% 7= 7
750MByties/min [FI%# | 7EIL2E W 45 HR AT s (1) CPU, K I W AF AL 8 IR G4 A IR) A& 2 A L 2211

R Wireshark 1247 B WA B2 F HRE L 1k, v LIFE httpy//wiki.wireshark.org/KnownBugs/OutOfMemory %46 PRI/
HUL SRS i

Wireshark 1 4 6 AL BRI [A1BBURAT-55, 762 A0 FES /2 S RGN TAEA S L s b PR 2R AT SR T B2, 4 ik il
AR MBI FEFRIEAT, BT UL N IEOUEIAh: (R i <sSEmBg s, it s T — s, 2
KBTS — NMEBESS T o JLi 2 B el F 2 Fr i, &

1.2.2. Microsoft Windows

Windows 2000,XP Home hiZ,XP Pro /i, XP Tablet PC, XP Media Center, Server 2003 or Vista(#fE## /£ XP FE)

32-bit 7 AT 3 0 7] A5 AR (AL FEAS CREBUIIER . 400MHz B8 1) ,64-bit AMFEAS/E Wo W64 )i FLIRES - WL— B 15t 1]
128MB R4 N (E256Mbytes B 5 &)

75MB W] AL 7S 0] CULRARER AF A S, T2 250D 800%600 (I 1280%10248 5 ) 43 ¥4 /b 65536(16bit)
t, (25610 % L 2N 5 2k FE legacy GTKI1)

ERSTRE

PAKI: windows SCHFIRAEAAT LAOK I R #B0] LA

ToLk M K. WL MicroLogix support list, /Aili#2802. 1145 A T E e b«

HE# O W http//wiki.wireshark.org/CaptureSetup/NetworkMedia

1t B

FETLUN =i 5, BAS X HAR Windows $-HESCRF: AT RN ROELEAE I ISR E R GE, O S99 5
N, Wireshark 3247 BT MR SCAF (Al GTK, WinPCap 5) WSFE e ICH . AR, SR 76 e seR
XFF.

Windows 95,98l ME A fig iz 17 Wireshark . A1 ¥ B J5 — AN o] LLIBAT 76 BL P G 1 JR A JE Ethereal0.99.0( 7 %42 3¢
WinPCap3.1), /R 48X T LLASF A http://ethereal.com/download.html 3K, MEHE—F: TR T-20064 1111 H 15 15 %798/ME
XHFo

Windows NT 4.0 Jr K JCi%ie AT Wireshark s fi — > CAIRAZ Wireshark0.99.4(i %% H 47 [ WinPCap3.1), /RAKIR AT L.
http://prdownloads.sourceforge. net/wireshark/wireshark-setup-0.99.4.exe 42 & . MI{EEE— F: T T20054E12 7 31 H A5 1%
NT 4.0/ 3 FF

Windows CE K I A\ JiR windows (NT/XP) APz HF.

64-bit AbFE R IZAT Wireshark 75 27132bit /i HLIMIE T (FRAE WoW64), 5 1L 75 2 %% WinPCap4.0.

YHFZ BRI 2 Wos HOE 2 A ) e e, (RS i@ B LA n FUR ) i

1.2.3. Unix/Linux

Wireshark HHi o] LUZATEVF 2 UNIX P&, RGBT Windows N Ebr.  —idEHHE DA I Fa T H:
APPle Mac OSX

Debian GNU/Linux

FreeBSD

NetBSD

OpenPKG

Red Hat Fedora/Enterprise Linux



rPath Linux

Sun Solaris/i386

Sun Solaris/Sparc

R WA a Bk, AT LN B SR s e e . A B RE K Ak S 1 )
wireshark-dev[ AT]wireshark.org . 5 Z= #4546

4 ¥ 3% . JR L “The values below are the minimum requirements and only "rules of thumb" for use on a moderately used
network”, L rules of thumb”HH 44 AL RHE R, (R _EOC TR R s — &, KRB RUEUL: KZHHM T
W, EIET AL, X R A U4

B P TR AR AR, IEQIRRBOLRE —FE, SPERem b Has Lt Won iR, IR AT 2 JRUk3050 81 (15
0B WEE. 48R, R IERT IR A VER 1) (&I A4 s D sz A, ] RERH IR A7 A5 1) .

1.3. \ERET] A183] Wireshark

PRAT CAMNTRATT IR W ik 2% 350387 W AS 1] Wireshark http://www.wireshark.org/download. html. %3t b 485 m] DL 3k $63E & 145 K155 15 ik
Jay

o

Wireshark 38 5 £E4-8 J& N & A — UGB A
W R AR AR GRAT Wireshark RAGIKVE BIE 40, FRA] LIV B Wireshark-announce BEAE58 . PEWEE 1.6.4 T “HEfE4518>

1.4. Wiresahrk f#j 526!

19974E LU, Gerald Combs 7 %> T H B 17 W 2% il BT AR A% 2] 45 50l BT LAfJT4R TR Ethereal (Wireshark X5t H LL iy
PIZAFR) LAg R L E B PN TT 2L

Ethereal &5 —h, ZdERITAR, (50T, 19984F, ZibiX ALK, *M T, Bug #4, LLAVFZ B0, 0.2.0MEAE T .
Ethereal Bt /& LLIXFH 7 D1 o

IEANA, Gilbert Ramirez KILE MW 1, 0 HAZHE TICIE 047

19984F10)], Guy Harris 1E5-4—Fi' Lt TepView S 4F ) TH, AlJF45h Ethereal #4750, I ftir4r.

9984FLLJE, IEAEHEAT TCP/IP %% (F) Richard Sharpe JXiF T B AEIXLEPRFEH I/E- o FEIFURBIFT0IZ BRA2 15 Al e 75 221 P
Wo WERAAT, Frihis SR NAZAR I BRIt LAl IT 46 S+ Ethereal 1195347 S edeidt

MIABLLG, #iB)) Ethereal FINBERERZ, ABATIHFGG LT #8002 T — 28 A 4 Ethereal SCRFIIPML. B MABATI#E UL T OF
(AT aS, R BB AL T et [l 45t .

20064F 1 H Moved House CGXAJAKITEE AR HEFm4 A: Wireshark.

BRI AERZL, FFFRTTHARE, BEE s
1.5. Wireshark JF R4~

Wireshark 4] 11 Gerald Combs J¥ % . H i i1 Wireshark team #£47#E—25 7 K f4EP* . Wireshark team & — 4> H 154 bug 3%
15 Wireshark T RE AT i 53 2H e FROFA U 2R

A REAIE DA Wireshark FEHEYMHT o [F] IS FRAT I A5 BEIX L8 vS B RERF LML LS . IS A% Wireshark #5BISE B R 1] About,
PRA] AR 2 Wireshark $E ARSI N 44 5L, BH ARt v] LUIE I Wireshark 19354 (1) authors 5Tk £ o

Wireshark & JFVRBAFINE, K AiiENE GNU General Public Licence (GPL W33, BT Y5 ACHS 0] LLAE GPL HEZL N 4 2 4di i o XK
BB Wireshark DMEIE ST EE, WERE AT DR AL X0dE 4y Wireshark team ,  FRATPREAS R 2

4 Wireshark Team $&AEE g @i, A7 LT sk

QR AN R IS AL SOt 120 s i 2 ST E, RS 13 50/R 5 & Wireshark team —FEHS B I Al A

The developers of Wireshark might improve your changes even more, as there's always room for improvement. Or they may

implement some advanced things on top of your code, which can be useful for yourself too.

The maintainers and developers of Wireshark will maintain your code as well, fixing it when API changes or other changes are
made, and generally keeping it in tune with what is happening with Wireshark. So if Wireshark is updated (which is done often),
you can get a new Wireshark version from the website and your changes will already be included without any effort for you.
Wireshar J§ A8 63 F1 — b il kits = HEHl T ARA 2?2 O o IMRE A& X NN, MW

http://www.wireshark.org/download.html.

1.6. LR R ARG H5 Bl




IR AEAEAE P RE S 1 R e, B 5 2 Wireshark BB, A LUR JURIAT LR DGR TVE (R, R REAAD).
1.6.1. Mk

i3 Vs ) http//www.wireshark. org {323 K LK T- Wireshark 72 A HI 115 K.

1.6.2. ERlePH

Wireshark Wiki (http://wiki.wireshark.org) 32t 72 [ Wireshark DL IHIE ARG . S KU —SEE AR
WARE, filtn: wiki EA PR W AE AT e M g fi e f, [N RATIESS DL ih il 2%, 45455,
UF I A, WO FE e AR R AR (LU an RS 1@ A Bs0),  #mT LLIE Ik ) W G i

1.6.3. FAQ

e 2 0] 2 1R 0] @ “Frequently Asked Questions”HfiE— N2 4l 1) 21 1) ) T A e ZF = 513
Read The FAQ
TESS RILATAT IR B MR B R 200, MG ELE T FAQ, K NX HLHR v it D&
TR ), B IR R LB IR GefE, AIRZ AL T KRR .

1.6.4. HRHEFIE
R ULAS LA M52, 45908 S [7) )

Wireshark-users
XE—/> Wireshark FI 7 IB1IER, KRR T FE ] Wireshark (18, L& N (AEWARD IR FFEE:
HoA N R IR P2 )
wireshark-announce
KR RT R RAE BMAIE, 05 E4-8F HIL— K.
wireshark-dev
KR —AKT Wireshark JFARRIIBAFFIEE, 4RI IR UM, rTRAA I 513
PRy LA sk sl htp://www.wireshark.org 1T 158 45N HEAE 51 35 1 B ks 9 ol 20 T30 (R B AR A0 e BE 2 i T LA B [RDRE A I 3
RTRUE SR
o
YRR A RAF R B A B N L BRAR— AR I, BRI R O TH R Xt
TERASLIEATH AT LLAE R NE T .

1.6.5. %l

HE
TESSERATATAR )2 |7, 5 0 5 18 22 (1) & BB iUAS 1) Wireshark
PR BRI, A AR A A JEOR S0 A e 1) AR A S B
Wireshark [FJRAS, S FLARKH I E (I RROAS , 1 GTK+, 2645, fRAI Ll Wireshark —v @y 2 3k A RA S o (ffiT1 /& UNIX/Linux
SREDR
B4T Wireshark ) F&1E R
KT 1) ) TE LR A
R AR R R B A E R, VU RS BB SCAR (LA RAE I Z BT ek Ja I SCAS, WA ), XA A A v G2 I
ARSI T o W AELR LW : 1 got a wamning while doing x” H, R X FEE SR ST F =
AERERIH
ANBRGEIE R SCAE (S100KB) BIHBAEF1,  7EMBAE A B in— > Ged it 2 e £ (1 id 5
AHEAT Lo RSP AR 22 M A 27128 L PR IS L2060 45 1) I s AN JB N R (1) FH P IR B 28 .
TETFEL, ARAT DL 126 S 6 H5 i 2 6 465 Il B RO ER,  BESR I R BRI .

AERENERFER!
DR R AL P B AE R, TS ENIAE S UK E PLEE S, B i al
R .

1.6.6. 7F UNIX/Linux % & 8Bk AE48R

WREGR T PR BIBAF 73, W E e A S BUREE IR E B, Hes i sl i e 28 i
PRT LU R T iy IRAF IR ER A R -

$ gdb ‘whereis wireshark | cut -f2 -d: | cut -d'' -f2" core >&bt. txt

backtrace

D



53 3
EEFRAS T
R

BEE— GDB 4. Rl IFERsE s — LLUEMANE, (HESE AN, D md
(CTLAD) ¥<3iRH GDB i 4. P b A1 AR7e i H kA3 30— 444 btutxt (1) 3CA L
f, BEASER bug .
HER
W G> GDB, SRR A IR R A -
PRA] DL IR I8 BRI 3 wireshark-dev] AT wireshark.org HB#441) 3%

1.6.7. 7 Windows & BB R4 1R

Windows [ A & 455 SCAF(pdb), EATTARR Ko A AT BE QIS 0 A i SCHIIEER SO o AR HE Dot (5 i T
FA AR A A . GXAIARNRD

2 PR AR R R, JRAE XX A2 — AN 55 B
B P#vE: JR 2 "Type the characters in the first line verbatim! Those are back-tics there!", Those are back-tics there! N1 /&
a8, back-tics=Ji BifilidE ? 247 Linux [¥ELVFA1HE

% 2 B 4iF/IS Wireshark

B#
2.1. Ji4
2.2, A5

2.3. 7F UNIX K23 i

2.4. {F UNIX F4mi¥ Wireshark

2.5. {F UNIX N3¢ —dEilfy
2.5.1. {¥ Linux sREPIAEE |24 RPM 40
2.52. 7F Debian F5: 224 Deb £,

2.53. 4 Gentoo Linux ¥ K423 Portage

2.54. 1F FreeBSD Fi&& K273
2.6. iy UNIX | 2228 55 5 i (1) [ it

2.7. #& Windows F i1 Jf

2.8. 7F Windows [ %%% Wireshark
2.8.1. ‘%%E Wireshark
2.82. Fa))w%E WinPcap
2.8.3. H i Wireshark
2.8.4. HUBT WinPcap
2.8.5. #14% Wireshark
2.86. (. WinPcaj

2.1. 40

JTHEA Ik, Wireshark 0 [RIFEWIH . AR A Wireshark, R4050:

R —MEGEEERZ W A, B85

IREFUR SR A I A E R S

Har, HAWE =M Linux &ITh AT L& % Wireshark, 17 ELlHAE 5 ER St B R IRAS . 24 WRE UNIX WA v] L& 46
Wireshark . Windows [FATAT AN ERAS e A& 4 Wireshark. 28T~ DA J R, AR 75 ELANE MR 6 743 2 B B hR A 1] Wireshark LA 2l
e,

AT ) S SR 7R WA S RAT YR SO FD B, TR R 1R 75 224 1F Wireshark 5 S0 o

DLUN A2 18 5 1 2 BR

R LA, it YRS ECE R R AT

FEUE ST A2 1 s — 1A (SR IR A2 YR SR IR U)o X FE AR T LU 5 G PRI B 2 e S 7 B 1)

e b B B B A H AR




2.2. B

PRAT LA Wireshark M %l http://www wireshark. org. [F] 5 3 HUJR SCAHRRT —BE ) A AT » IERIE TR T N 8 aEEe, R)GIE PR
AER R AR AT BT EE BTG i O] g BRI — st 0 .

TEEAWERSCH !

— kU, FRAEE CE T 3 Wireshark, {1 48 A8 4126 Wireshark Y5 SCAF, BT HET 2L F 3L

2. XEEAE S TSR R

TR

YRR IRAE W AT 2 ZHERIRAT IR, ARG R G I S I RCA, AT ]I

T 2 2 AR SEERAE AT IOCA ST T, I 83d 5 I 4 A IS L8~ 5 B 2 G 1R
B Ol ol [ P P T i = A = Y C S E W PSP BEY = S DO WK =

2.3. 7 UNIX F %32 8

TG PR 222 T HEBIRATRICZ AT, 20U 8 L et F A

GTK+, The GIMP Tool Kit.

s> RIFE S 22 Glib. A T#8 T LA www.gtk.org 345

Libpcap , Wireshark H Al €L T2

& AT LN www.tepdump.org 3RS

HUE AT RAEI R, (S RVFAENS 504 B, Al RPM BV 7 B SR P
IR B4 AR T GTRAESCHE 1 21 M4 GTR e H (i X T AL D
Bl 2.1 ASCH® GTK+

gzip -dc gtk+-1.2.10.tar.gz | tar xvf -

<much output removed>
./configure

<much output removed>
make install

<much output remove>

TR
TS RE T EAE ] 2.1 ISP GTRAE R4 A [ AR 5 ot W 48 2% 1) GTK+ AR
Ao IR GTK M HRAALSE, BRFRETHEB S, tar xvf SR BT EAE SN H 3%,
o
WA A Linux, 804 %236 T GUN tar, &0 LI tar zxvfgtk+-1.2.10.tar.gz i 4 .
FEAR AT E4E FH gunzip —¢ 503 gzeat [T AS/21F 2 UNIX 1) gzip —de
HE
WA windows R T gtkr B UAB PR EIOSCIETTREAFE N gtkt-1 2 8 targz
WERAESRAT B 2.1 M4 P GTR HH R I AT A U A AR R, kAT LR ) GTR P 3
WG O N T libpeap ¥, — AR WEL 2.0 “4ii¥ . 224 libpeap” S/nMIIRFES TS E. FFE, WG RERE
RS tepdump, 15 7] LU tepdump P35 R 38225
Bl 2.2. &%k, L3 libpcap
gzip -dc libpcap-0.9.4.tar.Z | tar xvf -

=

<much output removed>
cd libpcap-0.9.4
./configure

<much output removed>
make

<much output removed>
make install

<much output removed>

TR

Libpcap (1) H 3% 75 ZAR 4 8 I IRA B TIE 0 tar xvf iy & Won 88 #4611 H 5% .
RedHat 6.x KDL FIRAREE T (AT B RITHR, 11 Mandrake) 7] UL 1847 RPM 2T . K20
FHY Linux 75 223 GTK+ M1 Glib. Je ik kit 7R AT ETF 23 fra i hiliR . 232 LS %4 2.3 “4F RedHat Linux

6.200 KL T I IRAAF RAT IR B 2 e F5 2211 RPM 0. WURIIE AT 22%¢, 18T e H 2236 F 22K RPMs.




M 2.3. ¥ RedHat Linux 6.25REE T ZRERRITIR T 2ZHMEN RPM
cd /mnt/cdrom/RedHat/RPMS

rpm -ivh glib-1.2.6-3.1386.rpm

rpm -ivh glib-devel-1.2.6-3.i386.rpm
rpm -ivh gtk+-1.2.6-7.1386.rpm

rpm -ivh gtk+-devel-1.2.6-7.i386.rpm
rpm -ivh libpcap-0.4-19.1386.rpm

iy
A ] RedHat 6.2 JEITRRA, FFEM RMPs ] i L&Ak . 187 B H LA
RMPs 11,

7% Debian R0 LA H] apt-ge fiv %o apt-get Ko WA I#HAE. 2 W4 2.4 “4F Deban %% Deb”
# 2.4. 7£ Deban T %3 Deb

apt-get install wireshark-dev

2.4. 7 UNIX T %1% Wireshark

WERAE Unix $4E R 40 b al U 20 B84 1% Wireshark J5ACHS :

R Linux %5 gzip'd tar SCOF, W R 2848 ] UNIX,  JUf# 5 GUN tar SCfF. T Linux @410 F -
tar zxvf wireshark-0.99.5-tar.gz

KT UNIX AR, il i

gzip -d wireshark-0.99.5-tar.gz

tar xvf wireshark-0.99.5-tar

TR
i A5 1 24T gzip —dc Wireshark-0.99.5-tar.gz|tar xvf [A]#£ 7] LI
TE

AR EEAE Windows T R80T Wireshark, {23 AU 44 RIS LS (AR 1 T R RIZR .
W24 H SR T R SR ) H 5k
C AR PR Y S A DA 1 138 5 5 1Y) Uniix [RROAS o A 40
./configure
R RE R, BT EBIEHR, SREFH configure. R M 4m IRAE AT LS 2.6 11 “fiftyl UNIX [ aedeid i
{1 fi R~
{8 ] make iKY SO G PF R ERIEL, B
make
LRI R B 2 H bR, AT i
make install
— B A&4# H make install %% T Wireshark, %85t 7T LU i i A\ Wireshark iy 2 KiE1TE T »

O P AT BN Pipelin 2 281, RIT-HLEMEE, A0 e B
2.5. £ UNIX FZ&_i#t#la

— MR, ARG UNIX R 2225 —3E R AT B AE I 0 7 2R B 5 1) UNTX RS R A AN A o Bl AIX R, #8n] DL
FH smit 223, Tru64 UNIX %0 DER] setld A7 4.

2.5.1. 7F Linux BRJSLIIFE T %3 RPM

i 40T iy 4> 2% Wireshark RPM 41,

rpm -ivh wireshark-0.99.5.1386.rpm
DRI Ay el Wireshark MK ER A 10 02200508, 900 R U AR AT, XA 2K 2%, REDHAT ORI R A7

2o

22545 2.3 “4f RedHat Linux 6.28%# FE1-1% &

2.5.2. 7F Debian 3 1E T %3 Deb &1

1 R %1454 7E Debian K 2¢3% Wireshark




apt-get install Wireshark
apt-get 23 A H8 58 LI AT AR OGB4

2.5.3. 7€ Gentoo Linux 373§ T 223 Portage
A5 F R Ay A1 Gentoo Linux | 4¢3 wireshark LA T4 1 75 22 1 B i S8

USE="adns gtk ipv6 portaudio snmp ssl kerberos threads selinux" emerge wireshark

2.5.4. 7& FreeBSD I3 T 224

i F 4N R 5 4 1E FreeBSD N %% Wireshark
pkg_add -r wireshark
pkg_add 23 185 BOITA [RAH CERAE

2.6. #e UNIX F 235 B HE 1o

GRGIFETP I BE B B S HNRAE E o X B S R R R SR

Wi configure JS— 0 K A4 1k . IRTR BRI IR DN, 80T LIRS 2 H A& SCPF config log(TEUESCAFH X F), BHRHKAET
WELCET . A A IS I LR S LAT .

— MR R RO R k> GTRAIAES, 8 181 GTKHARAIIAK . configure &5 (1) 55—/ B K& PRUA PR A 672D Tibpeap (Xl /&
HU TR 2 A ) TR

TIAh AN WL ) BURAR 22 FH P A8 5 G 19 B R T AR A AN ] o 33 e DR R FH 22 201K sed A4 (LL A solaris
TAEHD . M libtool AT sed fiy & A I &G FE A A, W S RN TR ETR o 0T DU R B0 B R sed fif
1% 7] # http//directory fsf.org/GNU/sed.html.

W BAETCVEAR I AR R R . R3] wireshark-dev e FIZS A )@, 244K, MR HL R I config.log LA K FLAB A A A5
fif e e A B ARV, 10 make 1 FR B B

WO P35y s A AAPR UNIX/LINUX, X BRI S B ], AT RS K SO I X i 7 A8 %2 2% Wireshark 233 94 %,

A AE T o FHA A F UNIX/LINUX F%3505%.  UNIX/LINUX 22380, Aoy, 1 NG a A
O, XPh 7 A2 A N R A2 B —1, WTBLAATIBME, HwidseEa A ram . 2. 2MHE&
W IR AT B 23, PP VA I A 2 LB R BER A OO S i aT L, EE SR, NG ARk
BIGIEM) . AE R IELRE, R RAT O RSE, AR LA S S AT AR SRR . Bl Linux R GTK+SCRE, i
LI E I libpeap. IX— il AS % 2.3 1% “4F UNIX R22%E 27 Ji 7o ikl — b S s, i, %% (tar zxvl
Wireshark-0.99.5-tar.gz;make;make install) . 3% 2255 I JE M 95 5% V- 6 228 04 55

2.7. 7 Windows T ZmikiR

7t Windows V-5, Tl TSR b2 A F] —E il B se e, BRARROE T Wireshark R, WAL T ##5CT Windows
T 9w 200 Wireshark, 152 & AT THIT & WIKI B ¥4 http://wiki.wireshark.org/Development i T fif 581 F TT /& J5 THI B SCRS o

2.8. 7£ Windows T %% Wireshark

ARATERITE Windows %2 Wireshark kil
2.8.1. &% Wireshark

1535453 11) Wireshark 3k il 22255 40 ] §E 4% FRZALL Wireshark-setup-x.y.z.exe. Wireshark 222540 £ & WinPcap, T DA AN 75 B2 HUjl
R

145 HU 5 B4 http://www.wireshark.org/download. htm#releases N % Wireshark 223540 34T & BRI AT B T 30 (1) 222 22 4, i
H LUk 2o

o RERGIHFRIARE
UIREAN T v B AR AL

EEA 4
Wireshark(f4 4% GTKI1 A1 GTK2 2 [ G 7]} 22 5):

o R GTK2 ) GUI A s 3] i) @ a L22t GTKL, 7F Windows 2560 (8bit) B/ LikiztT GTK2. (H 2 H b
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Wireshark GTK1-Wireshark &/ GUI M%7 #7 T

Wireshark GTK2-Wireshark &> GUI 453 #T T2 GRIUETT] GTK2 GUI #4174

GTK-Wimp-GTKWimp & 178 GTK2 & HSHU(FE R &4 )5 4 windows32F2 /7, HEFZ AT HI)

TSshark-TShark & — i 24T R 2% 7347 TR

{E/Y & (Wireshark, TShark 4347751 ).

Dissector Plugins-/> i {f: 477§ &7 M ki1

Tree Statistics Plugins-HR 48 v 4difF: Zoit THY

Mate - Meta Analysis and Tracing Engine (experimental). 7] /ic & (1) ‘2 /R J€ 5|4, 2% httpy//wiki.wireshark.org/Mate.

SNMP MIBs: SNMP, MIBS {14154 -

Tools/ T H (A BEA HL SCAF (IR AN Ay 247 TR

User’s Guide-J1] /" T- M- A 222 (T T e SERAN LR T F-0F, 15 WS B (R K8 0 4 B R 5 R PT RE At A2 ) internet.
o [Editcap - Editcap is a program that reads a capture file and writes some or all of the packets into another capture file.
/Editcap #2& MRS IR, 8] LUK — M ST ) BOF8 2 BT B 5 BB A S — Ml Sk &9 or
HA? D

Text2Pcap - Text2pcap is a program that reads in an ASCII hex dump and writes the data into a libpcap-style capture file./Tex2pcap

—/MHL ASCII hex, 5 AH3E $ libpcap AN A4 IR

Mergecap - Mergecap is a program that combines multiple saved capture files into a single output file. / Mergecap & —> 1] LL#

NI G I IR

Capinfos - Capinfos is a program that provides information on capture files. /Capinfos & —/™ R/ FE CAHE B HIFET o

“Additional Tasks”

Start Menu Shortcuts- /147 52 B R4 77 -39 I — 2ol )y LB T 4R S8

Desktop Icon- 5[ <l br-34 i Wireshark A7 21 5 [f

Quick Launch Icon-J&# & 5 B FR-14 11— Wireshark KI5 Peid 5 50 TR

Associate file extensions to Wireshark-Wireshark S5 6- 4 # EER AT I 5 s BE B Wireshark

Install WinPcap?”

Wireshark 22380 A T BB WinPcap 223540, .

WK A %% WinPeap « BOREGEEHFE M Z8 i . (R 0L 2 ] LT IF LARAE B e S0 f

Currently installed WinPcap version- 247 25 (] WinPcap A<

Install WinPcap x.x - 41 2R i AL T Wireshark A7 K), 12 50K 25 2 BN E .

Start WinPcap service "NPF" at startup -4 WinPcap [/t 55 NPF 7E i 3l iia A7 -3 R 2L B R 3 5 7 gl [FRE o] LA $e 6
I

¥ % 9T WinPcap 115 B :

Wireshark #H2¢ http:/wiki.wireshark.org/WinPcap

WinPcap & /7 M ¥k:  http://www.winpcap.org

ZHRM LR

0] DLEARAE Ar ATIS AT e 0, AIEMSE, XS BRI SBUMSE B2, AN T, rfLliksE 2
Hoe i 2%

/NCRC Z%%1I: CRC £k

IS BRI 2o 4 Wiireshark 5 BB 23N AN 23 223 WinPeap!

/desktopicon %% 5LTH ¥4, /desktopicon=yes RN LR bR, KZMAE, EAFFEREBA.

/quicklaunchicon ¥ S br 425 B POHUE 5 T HA%, =yes-2e3& 8| T HF, =no-AN%ede, ANHILHINEE.

D BEERIA 2 H S (SINSTDIR), 14 16 2225 H o M1 222 H R VE RS, 12U 0B E Pld e o BT RR AR 5 24

Bl 2.5.

wireshark-setup-0.99.5.exe /NCRC /S /desktopicon=yes /quicklaunchicon=no /D=C:\Program Files\Foo

2.8.2. FE)%3E WinPcap
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HAE A, Wireshark 2255 I8 2 A0 WinPeap 122255, FT LLIGE 3 AS 4450 WinPcap.
NI WinPeap {UE A 48 75 2SR WHEE Wireshark PN F] hiiAC WinPeapo 81l 1— ANBTRRAS K] WinPeap KA T, #7&



Bl WinPeap JiRA ({445 alpha or beta fix) R LLZE R il R4 2

WinPcap & /7 ¥l http://www.winpcap.org
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15 R IEAE 23 I WinPeap )25 60, 4 FRIE T 8B T-auto-installer”. “EXAITAI EAYE NT4.0/2000/XP/vista | %%

2.8.3. EH Wireshark
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W, WA 1.64 T RS>
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2.8.4. S WinPcap
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T

TEZHEFI WinPeap Z 1T, WHRECL2HE T IHI WinPcap, A5G HIE S . St oA

) WinPcap %%t 2 1 CEIZEIH R

2.8.5. #HI4X Wireshark

PRE] LR WL 5 A EVEE Wireshark, i FH R N/ R AR R, 38 Wireshark” 3 I0UIT 46 S R vl .
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3.4. EEHp
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3.10. "Analyze" 3¢
3.11. "Statistics" > "
3.12. "Hglp"zig#i
3.13."Main" [ HA*
3.14. "Filter" T HL{*
3.15. "Pcaket List"[fi#
3.16. "Packet Details"[ 4%
3.17. "Packet Byte" A4

3.18. RFA




3.1. 5

IAEIE O 2 2245t T Wireshark, JLF- 7] LAy EAFEEI— M. BEENIX— RSN 4:
Wireshark [ F F* S i an 445 H

PUREEREAEEN

i A A 4

far i A

...... DL HAth Py — 28 T A

3.2. B3l Wireshark

PRAT LA Shell iy 44T 80 #E I E BLAS 5 5)) Wireshark.

R
JFUf Wireshark B EW LAIIE BIE LS. SIE 9.2 1 “Na 14T 5) Wireshark”
X

RIS, BB REREE, Kl Wireshark iB17E LM T4, FFHYRFZ
A~ GUI Toolkit(GTK1.x/2x), % (1) bt % b /s i) St 1H v] e B ASWI & o (AR D RE EA S
BV REEA XX, WAL FEEE LR,

33. ¥HNO

SREFE 31 CTE IR, KEHET A LG I S # 2 X1 CaT i 5/4T T S Ebt 32 30D .
3.1, EHORME

test. pcap - Wireshark

File Edit Wiew Go Capture Analyze Statistics  Help
= Y p@E x % a8 R «»» 7 2 [|EEI&a
E]Eilter:l - +Expressiun... %}glear fﬂppl‘y‘
Mo, - Time Source Destination Protocol  Info 2
1 0.000000 192.1658.0.2 Broadcast ARP wWho has 192.168.0.27 Gratuitous ¢ —
0.299139 192.168. 192.168.0.2 NENS Name query MWESTAT * <002 <005 <00: <0f
1.025659 192.168.0. 224,0,0.22 IGMP W3 Membership Report
048852 L168.0. 239,255,255, 250 LDP Source port: 3193 Destination pot
LO55053 1680, 192,.168.0. UopP Source port: 1900 Destination pot
082038 168, 192,168, NENS Registration NE WE1O0610 <O0:
La2blhh o gl g TCP 319 » http [5YN] Seq=0 Len=0 b
L2EF2RZ .168.0. 192,168, TP http » 3196 [5¥N, ACK] Seq=0 Ack=:
< | >
Frame 11 (&2 bytes on wire, &2 bytes captured) »
Ethernet II, Src: 192.168.0.2 ([00:0b:5d:20:cd:02), Dst: Metgear_2d:F5:9a (00:09:5b:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192 168.0.1 (192.168.0.1)
= Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (80, Seq: 0, Len: O
Source port: 3196 (319a)
Destination port: http (203
Sequence number: O (relatiwe sequence number)
Header length: 2& bytes e
Flags: Omx0002 (5¥N)
Window size: 64240 bl
000 OO0 09 5b 2d F5 9a 00 Ob 5d 20 od 02 08 00 4% OO0 co[-u... ] ....E.
010 0D 30 18 48 40 00 80 06 61 Z2c cD ag8 0D 02 cD ag L L
020 00 01 Oc Fc Q0 50 3c 36 95 f8 00 OO0 OO QO 7O O2 e PEBE L. p.
030 fa fO 27 e0 00 00 02 04 05 bd 01 01 04 Q2 e e e
| File: "D ftest. pcap” 14 KB 00:00:02 [Pr1zoD:1zom:0

TR Z BB A RS 8, Wireshark 32 %8 1 F 201 R #5220 ik«
S (WA 3.4 5 <) HTIFEEAE.
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Packet List [fif (W25 3.15 7 “"Pcaket List"[[I#R) WoxFT ISR RA ORI 2. sl mtkoh s 5, A HAb
B2 BORAE Sy AN TR T
Packet detail THIAR (WL 3.16 7 “"Packet Details" ) R HEAE Packet list [RIAR SPGB0 A4 B 22 TEAG .
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A T NI
PREFE (IS 318 15 REE) B GHTRE R A DL B 80 1 5 2 1A
HER
FE S A AR A S 25 2R s 4 il BLE e XA T WS 9.5 1Y “E I

33.1. EHOMR
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Left
93 e
Right 1t Packet Detail [, FTIF#EHFERIBIR 3.

Backspace  Packet Detail [HINR, 3% [F] S48 06 45 1 5 AR A7 5

Return, Ent: s )
e, Ente Packet Detail IR, [ EHEEEMIH .
r

74h, AL VBN 7 S e 2 filter HLIHT
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File

BIEATIE SR FESCAr,  save/DRAF Print/ 1 B, Export/ 3 H il HE SCAF 42 S8 EES 4o LA KGR Y Wireshark 51 W3S 3.5 75
“"File" % HL
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AFRR I : A, NH2%, brid A2 M, BCEIRSH (BIY), # 01, KiARESZRI AT ) WEE 3.6 %% “"Edit"
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PRI PR AR R 07 5, RS, FAARAETE K IR B A 1, T s A R TR AR A, L R 3.7
W View S

GO

Mo RFEE UM TIRE. WA 3.8 T “"Go" S H”

Capture

VIR BT IR e gk yEas . WEE 3.9 1Y “"Capture"3ZHL”

Analyze

A AL R B, AVFEAE T, O P R e A FIE R TCP mAEhAE. WA 3.10 47 “"Analyze" 35"
Statistics

AFEHSEERIH P Bor 2 G a1, AR TR 2L, hUZ G S54E . WA 311 Y “'Statistics"SE
Help




RG-SR S5 N s e SR B SCE, SZREE BN, P T BT e s, oA
A, LEE 3.12 75 “"Help"s2H”
ARG IR —H AL, BRI H S B R ST
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PRT DA B e U7 ) S I, AT DA AR, VB W R A SR R S RIS A .

f&nl Udi ] CTR+K 4T ﬂ%ﬂiéﬁﬁmﬂ[

3.5. "File"3K 2

WireSharkFile 32540, & )30 H 413 2 “File S HAG 7R
& 3.3. File 3£

\" test. pcap - Wireshark QE|E|

S0 Edit  View G0 Capture  Analyze  Statistics  Help
E open... el E} - ¢
Open Recent P B x % 8 Q « » » F & [ EEH & a
Merge...
% Close Chr L - ‘ﬂ‘gxpressinn... l’?&zglear @9 Apply
Destination Proktocal | Info &
[ save as... Shift+Cr+5 Lo, 2 Broadcast ARP Who has 192.168.0.27 Gratuitous ¢
Lo 1 192,168.0.2 NENZ Name query MWESTAT *<00> <002 <005 <0(
File: St 4
——— — +—n—a T —ombership Report
as "Plain Text" file... ard query SRV _ldap._tcp.nbgr
B print Chrlep as "PostScript” fils, .. e port: 3193 Destination pot
+
£rn ' as SV (Comma Separated Values packet surnmary) File. .. ard query S04 nbl0061d. w004,
& Cuit i+ e pDr_“t: 1900 Destination pot
gunm R 192r 1§a as KML - "PSML” {packet summary) fil. . trgtmn NBANBNGEID{EGL-DM
- B s ¥ML - "PDML" (packet details) file. . e e
12 1.227282 192,168 ) 3196 [SYN ACK] Seqg=0 Atk—. W
£ >
Frame 11 (&2 bytes on wire, &2 bytes captured) o
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Metgear_2d:75:9a (00:09:5b:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
= Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (80, Seq: 0, Len: O
source port: 3196 (3196)
Destination port: http (203
sequence number: O (relative seguence number)
Header length: 28 bytes
Flags: Q=0Q002 [5WvN)
Window size: 64240 “
Q00 00 09 5bh 2d 75 9a 00 Ob 5d 20 cd 02 0F 00D 45 00 .[-U... ] ....E.
010 0D 30 18 48 40 00 80 06 61 2c cO af OO 02 cO al JOLHEL LD Aa,.. ...
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030 fa fO 27 0 00 00 02 04 05 bd 01 01 04 02 e e i
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£ 3.2.File XBANH
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R DL fR

E30, &k

T o5 KA

CIpvA: P

TR
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5 SCAFI ARG 73 o PSML A% 2 CRL T
R0t 5D XML 3CfF. B S S
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S H S A EREGES 4 4 PDML( L3 2245
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S I ME, ILZE5.6.5 Y
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TR Bt AN X UHE . W
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X TG HE
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TEAE. DIZHE 5.7 1 4TEIfFu>
1B Wireshark, 41 5 A /A7 3C4F, Wireshark
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“"Export as
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Wireshark Ff"Edit" =2 8402 B0 5

3.4. "Edit"3H
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a8 Yiew Go  Capture
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Find Mexk Mark,
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“ &| B € » » F & Q 9
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Ch+B
Destination Protocol Info
Chrl+mM ARP Tor
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IGMP
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Mame guery MESTAT
Destination unreas
W3 Members

DR

Sstandard guery SRy
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17 1.248355 152.168. 0.1 15%2.168.0.2 TCP
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0020 00 00 Q0 00 Q0 00 <O oas Q0 02 L e
Protocol bype {arp.proto.tvpe), 2 bytes P:1200: 1Z20M: 0
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File
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Use multiple files

WRARE AL m S HE, Wireshark K2 H 2 BRSBTS, AN & 38 ] S sCf-

Next file every n megabyte(s)

B0E & Use multiple files, f R4l $E SCAF A A RIFRE A, A5 205

Next file every n minutes(s)

B0E i Use multiple files, 2 A4l $E SCAFRFSE R IA BIHRE MR, K2 DI B8 S0
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... after n packet(s)

FEAAR 345 2 2 H Blls L5 45 -l 2
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e K,

... after n minute(s)

FEIA S5 I 5 45 1 J e
4.5.4. BRNER

Update list of packets in real time
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Automatic scrolling in live capture
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Enable MAC name resolution
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foo.c Single .

ap ) i named file 00-cap
Multipl

foo.c SHPIE  f00_00001_20040205110102.cap,

X - files,continu - -

ap foo 00002 _20040205110102.cap, ...
ous
Multiple
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X X files,ring
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Single temporary file
e 2 QUEIFAE I — M I SO CERNIE I A SO AU, 230l Bl P 8 e SR 4



Single named file

FEFI RSO, W R KA E H %, R

Multiple files,continuous

14 single name file AL, AR GAET, HIEE R 2 SCAFUIIG T A I 2, B ANHSCrE T T 32
Multiple files,ring buffer
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WRARLEREA A BSD #4E R G0 F AFEFN802. 11 a5 (Jo 4 J M e 4 ) il B 254l , P RE RS 2246802, 11" 1 "Ethernet" H i
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802. 111k o 2 AL I IR B FH R PP AN SCRF802. 113k, R e BEi% 48802, 11"
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4.8. FHHLN LR

Wireshark i Jf] libpcap i &8 f1) 31 T3 $21 € (what about winpcap?). #E tepdump =TG4, (HIX L8 HJE I T g s i,
Jr LA BLARL /N A

"’
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Bl 4.1. $BEK B EHLH telnet PHY

tep port 23 and host 10.0.0.5

AR B 8ediT 10 3:4110.0.0.50) Telnet A, s T WM H] and SR DN FEA R TT. FHAh—D1 5 4.2 Al T A A
Je2K H10.0.0.5[1 telnet JHAF™ 7R UIIHHE FT A ALK H10.0.0.5(1) telnet 17 -

B 4.2. HIRFTBEAREKE10.0.0.5K) telnet EE

tcp host 23 and not src host 10.0.0.5

PEAL 2 S U NS 2 6] (H 2 FF AN -

AN I R A

[src|dst] host <host>

IEHEA B TT SEVFAR L IE AL ip Mdik sl A4 FR . ARPTEAOLSEHRE sreldst I8 )R AR & ARG (K 2 Y il 2 H bRl 2Rk
figoE, R E Kl AR YR H Al o (60 2 AT

ether [src|dst] host <ehost>

I T SRV AR I JE LUKk o R T LLESER i OS] sreldst 75 JCHE ] ether £ host <2 [H], A & 1k SV B & Y i ik
Et Hbsstahk o AR E, [ L.

gateway host<host>

REPEE 4R 2 host 14 W DG Al o Sl A2 Fig IS LIOK W 5 k5% Attt 2 host, (HE ip ik Rl H br ip Huhik#84S 2 host
HuEa)

[src|dst] net <net> [ {mask<mask>}|{len <len>}]
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[tepludp] [sre|dst] port <port]

1 9E tep,udp Medi 15 . AT LA sreldst 71 tepludp S8 1A K Aff 2 >k RIS S H AR, tep PhiSGE & udp Prill. tepludp 2470
HIDLLE sre|dst 2 i o

less|greater <length>

ERERERT A ER M. CRTAET BN AT

ip|ether proto <protocol>

HEFEAT IR E A UK JZ B ip 2 A

ether|ip broadcast/multicast

HEFELUK M ip 2T H ol 2 £k

<expr>relop <expr>

Al — AR Il pERE A, REREHNF TGS ERAME. 1§52 http//www.tcpdump.org/tepdump_man htm]

4.8.1. BaITEEEERE

Ui Wireshark S 3 FH L B 422 11 - HLIZ AT 1O (91 anfd FH SSHLX11 Window %, £ IR 5545 ) , 26 it 74 00 200008 1o o0 45 A
SRR LIRS R AR AR v 7 A K i, G (AN T 1))

AR G X PR DL, wireshark RT LABEE 4 R A DAY IE AR GE AR 2 MM AR ),  Ash @I — i uEas R IL AL
FhiEHz. DUBESudfife Wireshark i iz FEiEHalfs

NI AR AT LAREAT 2 M

SSH——CONNECTION(ssh)

<remote [P> <remote port> <local IP> <local port>

SSH_CLIENT (ssh)

<remote [P> <remote port> <local port>

REMOTEHOST (tcsh, others?)

<remote name>

DISPLAY (x11)

[remote name]:<display num>

SESSIONNAME (terminal server)

<remote name>

4.9. FEHREREF

FHHEHT, 2 I 1 Ao 6 T AE
4.3. #HHRME BAEE

& Wireshark: Capture from Broadco... g@g|

Captured Packets

Takal 143 % of tatal

SCTP 0 ] 0,0%
TCP 4 | 2,7%
LDP - [ TTTIR 68,3%
TCHP 0 ] 0,0%
ARP 24 N 16,2%
QSPF 0 ] 0,0%
GRE 0 ] 0,0%
NetBIOS 0 | 0,0%
IPx 5 I 3,4%
YINES 0 ] 0,0%
Other 13 T 8,8%
Running o001l

B

IR IEHESS AR WoR T SRR B H RS ] SRR G P BOETE (A S )
"
TXAS KA ] DA K8, 78 T IR B B IO 1 HE 152 & "Hide capture info dialog box"H[/ 1]



4.9.1. &1HER
BT R G 0 LU R 50 0 V4 1k

e a1 o @Bstop i 1.

HE
TR O U HEAT AT e Bk, iR Ri% 4% T "Hide capture info dialog"

M %Qilﬁ"Capturem Stop"

fiH] Iﬂﬁiﬁ"m Stop"

1 FH L3 B :Ctr+E

WREE T s b g tE, fPEE B2 B sl k.

4.9.2. EHEIHER

BATP RSO T D B R A . AR BRI . W AR — SR AR, RN R
AT

A A — WU D EE, TS, TEAR R [ ]S RITF A B . LR PR 7 2R BASI I E BT S s 4
3
i H %ﬁ'ﬁlﬁi"Capturem Restart"

.
fFH Iﬁﬁiﬁ"w@ Restart"

5 B SClEA / il EATH

H#

5.1, i

5.2, TR S
52.1. HE A HEAE
5.22. H NSRS

5.3. DRAEHHEAL

5.3.2. HrHikg L
5.4, G il At

5.4.1. HIFCAERTIEHE
5.5. MHES
5.5.1. AR 1FAE
5.6. S R
5.6.1. "Export as Plain Text File" X} 1A
5.6.2. "Export as PostScript File" XJ {fHE
5.6.3. "Export as CSV (Comma Separated Values) File" X} i HE
5.6.4. "Export as PSML File" Xt {FGAE
5.6.5. "Export as PDML File" X if#E

5.6.6. "Export selected packet bytes" X {f{E
5.6.7. "Export Objects" X} iHHE

5.7. #1614

5.7.1. FTE GLiEHE
5.8, A [ 3 It
59, 3 i

5.1. 8

ZS R EPIARE GRS EITINE N T
197 7 AR R SCrE
TRA7 /3 2 Bl ARl P S F
EPIE B ELE

TEH




5.2. TFHRIRSCHE

Wireshark 7] DAISEH AT ORAT 19 S04 AR HOX EE S, N b B sl T A= (1) : “Fﬂe/tjolyen”o Wireshark 44 it
FIIF S IGHE . PEOLEE 5.2.1 7% “FT Pl Bt X im HE”

MR EHERTRREE L&

BT, NN S PLESH B AR AR T T S 2 /R ) Wireshark 1285 H o {H3E

TR REAS AL AT 1 B A SCHF
FEVREEN T SCAF IS 0 FARBEAT CRAF AT S0, Wireshark 23R RAE PR A7, LABEGREH 2K o (FR T LAAE 15 18 10 4% 11 4%
INIRAF)
K4 Wireshark J5i /£ [K4% X (libpcap #20, [FAEH: tepdump/Windump A1 HABIE T libpcap/WinPcap i fil)7h, Wireshark ] LAFR
TPt SV 2 Al B SR e SRS AN R WA 5,00 Y <A NS AR AL

5.2.1. TR CHXTHEHE

FTTTSCAF XS UAE R LA R B ST T DR A7 (R S0 o 28 5.1 “RFE SR B 3T IT SCOFXRAE" i 7R 1 2% Wireshark FT T SCHX 15
HEFI1 o

XHEHER BT AR TARE R IE RS
XS EARE ) s 7 S T B E R g8, LA GTK+ L HRAEMMAR . A EAY, A6
HZ—FE

H LR HEAT -

IEFESCAEATH 3%

Riili Open/OK %4, IEPEIRTT ELM SO &

miili Cancle #%411IR 1] Wireshark =5 % 11 AN AT AR SC2F

Wireshark X iEHEARHESRAES 2

WAk SO, w LR SO IUAE B W s RN, A .

R filter:" $ 41 . oRFBUEE WoRid eSS . i uERE fﬂﬁiﬁﬁ):fhm TR N IE AN AT AR A . W R

NIEHAT S0 A g th, QD%% jﬁiﬁj)\ﬂi G, RO sk . m filter FEEN S FT AL SRR UEAE, T A Bh N R g

FisA. (FERE6.

XXXX-we need a better description of these read filters GR UL 11X — Bt 75 2 8 £ I 4)

W R R R HESR IR S AT S e AT . PELEE 7.6 Y <A BRMENT
EXXHFFHREN A
PRAT ALEFT T ST B s s il ks, FIAARRET BB . (BAE— S8 BRI SO AT IX
Lo RN 2 T O IS ) o AESXMG B0 N A T FF SO AT A DI 0, T
WH.

R 5.1 R T BT IF S0 B HE

Bl 5.1.Windows T I3TFFHHEHE

Loak in: | I3 Hikesst

BBest1 00001 20050819181503 0can [bestl
BB:est:_noooz_zoososiaietsos.poan [ltests,
BB:est1_nooo3_zoososisie1sis.ocan [Eltests
.tl:st]_DUDD*_ZI)]EUEI‘?I.E*LEIG-IICIJ -tcst]_ MicrosoftWindows(GTKz insmlled)

B o e B it e i
SR T RE ) 158 B <
RTH, help" H5HLA £ T AP T A
File name: best1_ 000042005081 9181506, pesp "Filter,"}ﬁffﬂ Eé’lﬁﬁﬁ&iﬁﬁg windows I\Z:ﬂﬁﬁ (&%Tg
Files of type Al Fikes %) N BEANTTH], AHRE g S A RIS 2 T T )
HER BN T BE: W1 Wireshark T8 i PRI IE A 0 4 312 S 1,
Open FZHERE Ay 2K AT )

<

Fi
MALC name resohution Siz
[] Metaicak: mame rezohation Fa
Trareport name resolstion Firs
Ela

5.2. IR GtK FTHIFTFFXTiEHE Unix/Linux:GTK version >=2.4



(AT . (5 Gimp/GNOME SRR T 4T I S i HE
=L

. = X RS T AE F) 158 1 o

Cl

gg ~ LT LA AT D o B SRR B e . ple T
G2 -I g E % o

5 5o g LR BL R B A O H % 3 Rk i H R
Y - ("Home","Desktop","Filesystem" N 1] LAFE B)

5 = 11 Wireshark /X SUIE FH FOH4 300, "Open” 4K
g LSS RKERATHL,

e

B 5.3. IHfR GTK FRITFNE

L3
[ Wbt cponcaprora e ]
(manlis | Cuinfin | FasaraFis |
[ iipapm— e
A _ lJ r:hili‘,.‘.f.]‘ Unix/Linux: GTK version < 2.4 / Microsoft Windows
. “Si (GTKI1 installed)
EEEE:I; e gimp/gnome S [M#5E, B¢ windows gtk1 1.
2 EE
o e RSB ESCHE, Open H4HK h 4% (A 1l H]
e soher
pUARER, |
e
e ——

@ R T —F, LAt asCrF, Wireshark #8432 24847 9F, HIZ IR H A A

5.2.2. BIACHRKRR
AT LLFT IF B SO A

libpcap, tecpdump and various other tools using tcpdump's capture format

Sun snoop and atmsnoop

Shomiti/Finisar Surveyor captures

Novell LANalyzer captures

Microsoft Network Monitor captures

AlIX's iptrace captures

Cinco Networks NetXray captures

Network Associates Windows-based Sniffer and Sniffer Pro captures

Network General/Netw ork Associates DOS-based Sniffer (compressed or uncompressed) captures
AG Group/WildPackets EtherPeek/TokenPeek/AiroPeek/EtherHelp/PacketGrabber captures
RADCOM's WAN/LAN Analyzer captures

Network Instruments Observer version 9 captures

Lucent/Ascend router debug output

HP-UX's nettl

Toshiba's ISDN routers dump output

ISDN4BSD idbtrace utility

traces from the EyeSDN USB SO

IPLog format from the Cisco Secure Intrusion Detection System

pppd logs (pppdump format)

the output from VMS's TCPIPtrace/TCPtrace/UCX$TRACE utilities



the text output from the DBS Etherwatch VMS utility

Visual Networks' Visual UpTime traffic capture

the output from CoSine L2 debug

the output from Accellent's 5Views LAN agents

Endace Measurement Systems' ERF format captures

Linux Bluez Bluetooth stack hcidump -w traces

Catapult DCT2000 .out files
AERKERTT RTLIE S SFBATINER.
FELEISR VB T R o LUK I IASE T A3t (R K B 70 R 30— IS AT T
EAT LS SRR (A EIATA ), A PTAT AR S wireshark SO

53. (REFFHIE

kAT B File->Save As.. SEIRRAF AR SCAF. (EGRAEIN AT LUGFEIRFIBEEE, LU R U fAE
U} PP 2
AP D AR . . DABEFNOAT .. HEIL

5.3.1. "save Capture File As/{£FE3CHR "YHEIE

"Save Capture File As"XJ 1 HE A T RA7 BT HE B8 2I50E . 22250258 T 10 G HE (1) — 28451 7
IEIER B R T RBRIERZE
P HE PR Sk s 77 S TR IR A RGN GTR+ LA FRA (A [R] o {0 R4 BE A Th g 4B
R
£ 5.2. $EFFIET " Save Capture File As"3SNGHE
Bl 5.4. Windows T IR NE
i3

Save i | (L Hlzset
Bl test1_coool_zoososi9isisos.poap [Eltest1_oo0o7_zoos;
et _O000Z _2005081 2131505, poap test 00008 _2005]
et ] _O0003_20050819181505. peap teakl 00009 _2005C
bt _OOD04_20050013181505. poap testl _O0010_200r50 'Y . °
[l t==t1_oocos_zoos0819180507 pesp [[lltest1 _ooo11_zoos: M1crosofthdows(GTK2 lnsm“ed)
Bl tost1_oooos_z0050819181507 peap [Illtest 1 _oo012_zo0s: ,[Hﬂ;(ﬂ‘iaﬂigﬁﬁ%lz%ﬁgg wireshark Tf}%
* AT HE R 52
File 3 veel 1 _ (0005 _20085080 =1 £ 507 22 LT >
[t 05 s WA, help i L5 241 T4 117 T
Save i { - " - R . 1
s il Nigeos e’y g1 ks A R 44-f51 1 peap, Wireshark £ 120

IAZSCA RS SRR HES 4

=) Caphaed () Displaysd

(%) &l packsts 120
) Sabeched packet 1
O Rangs 1]

Unix/Linux:GTK version >=2.4
X JEAE Gimp/GNOME S IHIFEE N (1 LR A7 SCAEXT S HE
B 5.5. IR GK TIMRFEAINE 1 BCHEHER BEHT .
£ "Browse for other flders" g [tJ«+” 4% £l 7l LAk {cdg & SC Ak
RAFIIALE -



@ Fthereal: Save Capture File As

[ame: |

Save in folder! [m o

Packet F.ange

E o]
(#) all packets
() Selected packet only

() Specify a packet range:

File tvpe:  lbpcap (tcpdump, Ethersal, ete.)

'+ Browss For other Folders

=k
B 5.6. B GTK T RRFAN

Wireshark: Save Capture File As
Cieate Di | Dalete Fil | Rename File |
[ timsism— sUbv et s
Directoies B [Fes
A acinciud
h achcalf
acdocalfalback’ aipeap b
aznlh aipoap,_
detiant, AFPCAp_
Diebugh AFpeap_
Diebug GTEIY alert_boy
Diebug_ GTEZY alert_boy
diameter’, Alert_bay . . . . )
doct, ¢ |aurHor Unix/Linux: GTK version < 2.4 / Microsoft Windows
(GTK1 installed)
Fackst Range . 2 L
= gimp/gnome S [HI35E, B¢ windows gtk1 R I
# All packats 1

+ Salactad packat only
we Morked peckets onlp
e OO I".-I-. | matked packel

~ Specily a packel range:

File type: Wireshatkopdump . - lbpea

Seleclion: I Liiiapressssmsn’ . subyertion

F

T IX SO EHE, AR AT U R

B NARFR E SR

BEPELR AT H 3%

BEFARAFA VO, WZE 5.8 Y AUy eI

T8 L At File type/ SCAFRA S 7 81 K H5 8 PR A7 SIS . L2292
AHLEP R R A TTREBER LS
AR R AR T REA T, X Tl e 287,
UHBERE D S —MER.




PRE] LA —Fiag X e B $e S, ORA7 I3 58 b — s RO A T BEBINE R iR, )
Rdi"Save/OK" F AR FF . UNRARAFRI B R 08, 2B RIER. AR SR, R PLER,
Aiiti"Cancel"Z4LIE M AR P .

5.3.2. MM
AT Wireshark 75 (/R4 o SLBUI A 5 S0P libpeap), 2T U7 Eo Al SO B SLA T LHEAT ST
FICHRRILZ TF N TR B R

W SR AT A HoAbA% Un] B2 BERAC I TR RR KRS B2, WL 7.3 1 “WJ [l
Wireshark 1] AORAF R 1 F 4% 2
libpcap, tecpdump and various other tools using tcpdump's capture format (*.pcap,*.cap,*.dmp)
Accellent 5Views (*.5vw)
HP-UX's nettl (*.TRCO,*.TRC1)
Microsoft Network Monitor - NetMon (*.cap)
Network Associates Sniffer - DOS (*.cap,*.enc,*.trc,*fdc,*.syc)
Network Associates Sniffer - Windows (*.cap)

Network Instruments Observer version 9 (*.bfr)
Novell LANalyzer (*.trl)

Sun snoop (*.snoop, *.cap)

Visual Networks Visual UpTime traffic (*.*)

54. &mIECH

AT IRAR TG 208 2P SO RSl Bildn: RS 2 AN LRI BEAT R, & IFsAR A ] (Wireshark SEf5 A
REAE ] — N SEAIBAT 2 i, & 2T R 24 Wireshark 5214)

A =] LA TR SO

MIFile"SHE 1], menu item "Merge"GREIR "&IH"), FIIFGIFXUHE, WA 540 W “HIFCAERILHE”
FEFIHEIRE, H 2 A SCPFHETE] % 1 o Wireshark 23 QI — M I SO 2O R SO LI TR 2EAT 4506 o A 2R AR
S A, Wireshark 7] BECH ) fi] LR L2 5T TS0

/1] mergecap T H. % THZAEAT LATHAT UG IR e Pt T SCORIO R AR T B B . IL222

5.4.1. BHICHXTIEE

M IZA WEHE AT LG R B IS, A IFET.

BRKRSBRIE — A XHRRET

BRI S ARARAR, Wireshark 2375 JA 85 H 0 T HEZ BT S 7m VR 2 15 R A7 301
WEAR R G AE (1K 22 20 75 55 "Open Capture Files/$T e SCAF XS IRHESRALL, S 0LEE 5.2.1 4% TPl fe SCA A HE
EIERAEHE T 45 IR AP LI

RN CAFLE SRR

HELEFESCAT N I ELAE A B 2 BT LA BN ST T

LI TR 5 I F S0

K A HTIERE R STIERT BN SO B AT G2 N TR U2
SENIKERAIEB S

PRGBSO AN B 4 1T BN ST R R R
# 5.3. AFIFFET K"Merge Capture File As"X}iEIE

. . Microsoft Windows(GTK2 installed)
5 WA
5.7. Windows T [I"4& 3 "W iGHE Bt HE— A1 wireshark 4 i



Lok jrr | 1 feset

skl 00006 _2005051208150%,
st _00009_20050819181510.
testl_D000Z_20050819181506. pesp [(lrest1_Do010_zomsamisisisiz.
8ttt _ooooq_zoososiaizise.poap [lleest1 _00011_20050809081515
et _00005_2005081 2181507, pap st | _00012_20050819081514
test]_O0006_20050619181507 peap skl 00013 _20050519181516,
test] _COO0F_20050819181508. peap skl 00014 _2005081918181 7.
¢

testl (0002 _20050019181505. peap

lmil_ﬂIﬂl_Eﬂl]S[lﬁiQ]ﬂ]‘IG.pup

File piaie: sesl1_00007 20050 91 &1 508 poap
Files of yper | AIFiles 7]
Fiber | Filename: begtl_ OO0DOT_J

Fiormast: ‘Wneshatkfop

(%) Pompervd parckels bo sesting file Sicm 1074 bybes

3 Meigs packets chionologe:aly Packetz: 11

(2 Append packets to siisting e Finst Packet  2005-06-15 18
Elspesd OC00:01

B 5.8. FifRK GK T H&IFIGE

& Eihereal: Merge wilh Capture File

e o (| e ey
B Ciesking
B
[ e
o L
(e
B Unix/Linux:GTK version >=2.4
e 3 R 1E Gimp/GNOME SUTIRES F 145 )4t i A
Flename: Eesst. cop
[mil Format: ibpdap (opdung, Eche
) Prapnd packst by scosting le e 53T bt
'@me:hmﬂr rp:dﬂet ;z-m-zzwue-w
2 dgpend packets bz mebting e umm om0z .
IC

B 5.9. IHMK GTK FH&3NEE
[ Wit g it Caprmnpie ]

Cmsnls | Uuinfin | ResaraFis |

[ i oo )
Dwmciona: | Fimx
A ke rd
i -
ok Laltack s o b
iy g _Woen
i, gl Wudes
Dskuigh. e boasdes o
Teshaig GTEIY e bai
Dsbigg G Mad_beoa
. e poa Unix/Linux: GTK version < 2.4 / Microsoft
[ -5 ALTHO NS SnT
= . |5 e Windows (GTKI1 installed)
g culpui e how: WinchebAcxhnp)_lbem :‘“""
aru
L | -
w Progeenad kit b sping By Fackte
* g Dkt s ohaonaiogualy FartFy
o B0 0k TS 0 g D . -

Saimchon T b

55. XHEH

TEATHEHERT (W, 28 4.6 5 RiAR SCPPRe AT, A ) i A 2 & "Multiple Files/22 SCAF"EII,  HHE 4 23 0 %10 243
i, BRSO

KEAFT-2) 8 B3 INHE, Wirreshark [ SO G RE W] DAAESCAHE BARAS D70 — R

Wireshark & 017 5138 — A BT R K SCHRE ¢ 19?2

SO I SO 44 AR 5 A+ "+ S A+ I )+ 5 4 T U AR ) o S8BT : "test_00001_20060420183910.pcap".
SO A TR SO A3 [0 PR 7 8 (90 a0 10T 1 "test) 0L 86 (4810 " peap ) A AR A P i [R]85



B —A A TP A U . Wireshark 23414 AT SR H 3 NI BTA SO, $REIASLEFN Y 7T A 44 BA A [F)3
4y CRTZRAG S0 BRI SCHESES

XA L IE W BE IE W I8 AT, A e . WS LR T MR HE A R AT SR 5 88, Wireshark 25 &A1 16 1
A=A SCAFEE A o WSO S A B TAE AR H R, X R 3% SR 4 B R 2 Tev 3k B S A A SOk
i I "File" S FRLIGU ) -5 F."File Set" ] LAXT SCAF S G S A AT 1R 7 A R 45 il

List Files XJ i HE 27~ —NXHFHE S H AT B 8000 ok s 11wy SO R & 1 S 31 36

NextFiles I a7 SCfF, FTIFSCHHEEFIER TR N —AN 30

Previous Files ¢ 71301, FTITSCAHEES FIZR T IRT—AN SC1FS

5.5.1. XAFIRATIEIE
B 5.10. SCAFFINNEHE

" Wireshark: 17 Files in Set

Filename Created Last Modified Size
(*) ‘testl 00001 _200S081918150%, pcapt  2005,.08,19 15:15:03  2005.08.19 186:15:05 1067 Bytes

() test1_0000Z_20050819151505.prap
() testl_00003_20050819151505.prap
() testl_00004_20050819151506.prap
() testl_00005_20050819151507 prap
() testl_00006_20050819151507 prap
() testl_00007_20050819151508 prap
() testl_00008_20050819151509,prap
() testl_00009_20050819151510.prap
() testl_00010_20050819151512.prap
() test1_00011_20050819151515.prap
() testl_00012_20050819151514.prap
() testl_00013_20050819151516.peap
() testl_00014_20050819151517.peap
() testl_00015_20050819151518.peap
() testl_00016_20050819151518.peap
() testl_00017_20050819151518.peap

..o in directory: D:/ffileset

FATALE SO A T I — AN SCEE AR OGS R

Filename SCIF4HK. WIERARXT SO A4 PR (B Sl B b ), R0 SO OGRS R IR A
Created SCFOIZEI A

Last Modified 5 /5 — X&) o

size SCAFHIRD.

5 —47"...indirctory:" . R BT A ST FTAE R H 3%,

TERFIRAPESCAFREFT I RIS, P UEHER N A 781k .

Close &4 ¢ HZ A TEHE .

5.6. SHEIF

Wireshark SCREZ R 77, 2R U AEURE, AR Wireshark & UL 11T A0 5045 77

iy 3

A EE F ATV 2R T U, RS IE IR BRAT T 2o SLEAT A 4
XXX - add detailed descriptions of the output formats and some sample output, too./[FAET5E %} T HAS BTN 4, FIFETHE
— LB

5.6.1. "Export as Plain Text File"XNEIE

T H S 9 "plain Asc TT "SCA AN, EAFTETEEEE .
B 5.11. "Export as Plain Text File "XSNGHE



@ Ethereal: Export as "Plain Text" File

Export to file:

Packet Range Packet Format

’gaptured“QisplayEdl Packet summary line

(%) all packets 191 Packet details:

() Selected packet only 1 O Al collapsed
(¥} As displayed

3 Al expanded

() Specify a packet range: 1] [ ] Packet bytes

[] Each packet on a new page

CQQK || xgancel |

Export to file: T 0. 5045 4 45 & (1) S04
Packet Range Z UL 5.8 7 “fuyu[Hki”
Packet Details 5 /1.27?

5.6.2. "Export as PostScript File" X}i5iE

S HEHE A PostScript #3X, PostScript /& —FF T EI& .
#r
PostScribt SC2F ] LL# ] ghostscrip #4524 PDF %30, FlUnS H 044 4 foo.ps, R JAH
H ps2pdf foo.ps it 2t il LAEAT e 46t .

5.12. "Export as PostScript File" X}i5HE

(@ Ethereal: Export as "PostScript” file EJEIE|
Export to File:

[Postacripk Files can be easily corverted to PDF Files using ghostscript's ps2pdf)

Packet Range Packet Format

’Captured“QiSD|a}-fEdl Packet summary line

() Al packets 101 Packet details:

) Selected packet only 1 O all collapsed
(*) As displayed

() all expanded

() Specify a packet range: 0 [ Packet bytes

[] Each packet on a new page

QQQK || M cancel |

Export to file: ‘3 AL 4y #8130 1F
Packet Range: Z W26 5.8 15 “fu i[>
Packet Details: £ IlL?2??

5.6.3. "Export as CSV (Comma Separated Values) File" XJi51E

Vi A INHIAST IR, BT v R SR MRS, X R T T
SN CVS ok, LU T AR
Export to file 11 (25 b I (0 014



Packet Range 2 L2 5.8 i i yu [H i 1i”

5.6.4. "Export as PSML File" %}iE{E

T A s PSML A% X, B R A S B S B xml k% X . PSML A% W B = WL .
http://www.nbee.org/Docs/NetPDI/PSML .htm.
Bl 5.13. "Export as PSML File" X5

{@ Fthereal: Export as "PSML" file QE|E|

Export to file:

[ [ & |

Packet Range
[ gaptured][gisplayed ]
() Al packets 191
() Selected packet only 1
() Specify a packet range: 0

cggk | X cancel |

Export to file: ‘3 H A5 4l 24 48 5 18 S
Packet Range: 2 L35 5.8 17 “fuyuHlEETH”
AT i U Packet details [T, Ak PSML SCPRAS sUATRFIR R, AL IX 8 Py 25

5.6.5. "Export as PDMLFile" X1igiE

Ol 4 ¥s 4 4 PDML 4% X, PDML 2 & & @ F MW xml & X X 4. PDML XX #F ¥ Ui
I.:http//www.nbee.org/Docs/NetPDL/PDML.htm

X
PDML #& IR BEH KATHL, Wireshark 44T PDML &b £E MR B, B AN SRR A2 BT
A4

Bl 5.14. "Export as PDML File"X}i5HE

@ Ethereal: Export as "PDML" file g@|g|
Export to File:

[ [ |

Packet Range
[ gaptured][gisplayed ]
(#) all packets 191
() Selected packet only 1
) Specify a packet range: 0

/V‘QQK || X Cancel |

Export to file 1t 44 5 i £
Packet Range: 2 I35 5.8 47 “fuyu Flk s>
IR GHEHE B AT 5 40 Packet details $EI0, X J& i1T PDML #% 2040 5 [N B2 )

5.6.6. "Export selected packet bytes" X}iE1E



B 5.15. "Export Selected Packet Bytes" XNEHE

@ Ethereal: Export Selected Packet Bytes

Mame:

Save in folder: l['b Debug_GTEZ

Will save 28 bytes of raw binary data to specified File.

+ Browse for other folders

| EEWE || M cancel |

Name: 5 H£0850 0 0
Save in folder: 3 H 550345 & H 3%
Browser for other folders i i X Wik 45 2 5 HH 208 1) H =% .

5.6.7. "Export Objects" SNEHE

TXASKEAE 2 PRI G T A S s 2 e e e s pE, R it %, o HTML SCR, B R SofF, ardhdT e
PREFSEATAT A LU HTTP AR G T A S, bR LKA T ORAE WA . WA IE AR AT oh, SRS R
BT Z 5 UR ST R EE T o PRAT IR AN TG LA T B4 M B T LA N I A5 T AT IF, 8 AT (i e ml A
7E Wireshark T EIT- G2 T 115). XTI AEAE GTKI R Wireshark H1GiAAEH -

B} 5.16. "Export Objects"XiEHE

EIBH

Packet num
TrZAT S EE RIS H AR N ST RS T [ — A L
Hostname

VR IR 55 s AN, HT TP 355 3R AL X R I ENLI EH LA




Content Type

XK HTTP P 28287

Bytes

PE SIS EREE

Filename

URL W Ja—#7 (BeJa — " 2 Ja)e I 3044, ABATIN S — AN SO R F A e, Il RIS 2 —
ANMHTTP POST" 3K CREVTHHE R R LLS R CGI #248 )im k#% ntifi i) URL)

BB

Help

FIFATNHH P FHHG5.6.7152)

Close

KL T HE

Save As

FH 9 & SCA A DRAF TR PR B o BRINSCA 44 22 filename 471 7P S 7= (R0 RS0 44

Save All

FHF T AT 4% filename F1 R A FRORAT o RGN IRIEEEIAN B /SO IARAAARM T o U1 RS A A AT HAE R
B ARG FAGTE, Wireshark 23 HE7RE R, 10 RASHARAF (H AR R 2B ORAT) o

5.7. ITEIR

LHTENRL, 1L+ File SEHLF "Print... "5 000 XN 25t W&l 5,17 « "Print" XHEAEFT R (K] ELXAIEHE o
5.7.1. ITER FHEIE

B 5.17. "Print" Xi5HE

" Wireshark: Print

Prinker

'C} PostScripk

[ output ko File:

Packet Range Packet Format

’gaptured“QiSDIavEd] Packet summary line

(®) all packets 1 Packet details:

) Selected packet only 1 O all collapsed
(#) As displayed

3 Al expanded

() Specify a packet range: 0 [ Packet bytes

[] Each packet on a new page

EE””t || M cancel |

R BT EDXHE AT
Printer
T BASE—0 EFIR FR A
Print Text
FREATEA plain text 42X
PostScript
FEFT BN F2E 4 F PostScrtipt $7 ENEA A2 e FT ENfg Y o 113
Output to file
IO SO, SO 444 R AN IR - BBl 7 30 W d e %
WLRARBAT 16 HE Output to file 5 UEHE, 7R A7 Bt (131 77 58 Browse. . 1%HH#S /2 K (1.
Print command

BEEAT NI AL A iy 2




BR
FIENAy 4 1E Windows -5 A0 .
FHT4T B0 )iy 430 % 2 Ipr.You would change it to specify a particular queue if you need to print to a queue other than the default.
.
Ipr -Pmypostscript
WIREATEH Output to file, 1% 7 BUK A& K (AT 1K .

Packet Range
FEEWIONE, S0 5 58 1 G
Packet Format

B SO IRS e AR DU DR R 7 ST BN, L] 5.19 “"Packet Format"iE I £~

W P AT U, R BCHATEINL, s ANAESTEN, RN AZAE S 45 E Output to file, 15 52 1 ENAaT AR A1, I3,
out put to file it 115 2 44 1. out, W RAE ] acrobat T, AT LA ERG G SAZAEHON ps, XA AT LIB AL N, 2998, AT
TR Acrobat Distiller 7] A EL #2242 i PDF LA

g3+ AEH] PostScript 41 SO RAT RAFHITESC,  HEAE TS 2 EAI4, T AT B print text AIBAT XA RN 2.

5.9. BHAER

Atk ORI R AR 2 G HERRRE R 21, & w] LFR R 0 1R IS L5 23 23 Bl 1
5.19. "Packet Format"i£1fi-£
Packet Formak
Packet surmmary line

Packet details:
3 &l collapsed
(*) As displayed
3 all expanded

[] Packet bytes

[] Each packet on a news page

Packet summary line
SHERREAT, & Packet List" IR P25
Packet Details
5t Packet Details H
All collaspsed
"Packet Details"[HI# 7E"all collapsed" K7 F HIFTHA 5 BET & IE 7 %)
As displayed
"Packet Details" [fIH 4 PR T HIMF B
All expanded
"Packet Details"[Hi#R "all expanded™ RS T KI5 BB I HTE 7 3%)
Packet bytes
SFHAEFT, AL "Packet Bytes" [HIHR 1] 4 7%
Each Packet on a new page

R RN (I, R RAEAT BV R text SCAF, AR Z TN B335 7F)

¥ 6 E HNHECLFHENE

,,,,,
A 5372

6.2.2. A0 VEE AR ) 54 L SR A

6.3. VI pE A
6.4, g oRih g AR




6.4.1. WIRIIyEFAB
6.42. tLEH
6.43. HEFKIAKL

.44 B ULIES
6.5. “Filter Expression/ ¥ JE 71

6.6. & X, PRAFIEJED
6.7. Akt
6.7.1. B HAXIHHE
6.7.2. "Find Next/#r#k F— A" 4
6.7.3. "Find Previous/#x 4k [ —AM"dy 4
6.8. FFHEME
6.8.1. "GO Back"iR[Fl iy 4
6.8.2. "Go Forward /[n] Fif" fiT 2>
6.8.3. "Go to Packet/FI|$i 5 B 40" ] I AE
6.8.4. "Go to Corresponding Packet/FI| %t IV [#] {1, "fi £
6.8.5. "Go to Firest Packet/FI| 25 —AM0" iy &
6.8.6. "Go to Last Packet/2f Ji — A" a4
6.9. tri
6.10, [ [A] oA 2 2 2 I 6]
6.10.1. 1.5t

6.1. JiNEMHIEKE

FEVRE A eI Ia, BT I SERTERAF IR SO R, S el AR AR A, 7T AR PR TR 215G 11Xt
PR LA 545 TR

30 3o o 2 A B A, PR T AR T AR ML B AT R0 o AR AT AR THIAR i b A R BOR B E . Bl AN 6.1
“Wireshark 4% [ A~ TCP {05 (I FH I B R (2L TCP FBt. [MFFTLLESE T C P Ak 5 (ack:190), [HHf £
HBLAE R D 1R S Rl o

B 6.1. Wireshark #%# T —4* TCP &5 L E




test.pcap - Wireshark E| |E|E|

File Edit Wiew Go Capture Analyze Statistics  Help
Ballal @B x%3/R«»oF2(EEBE A
E}Eilter:l - +Expressiun... %}glear @ Apply
Mo, - Time SourCE Destination Protocol  Info 2
[ B g A ) L7l e AU e e L LI e LU e 1'-r IILL'J - S L3 LH'\_T‘\J _'!C!.{—J. Hof— L2y WY
31 1.266628 192.168.0.1 192,.168.0.2 TCP 1025 > 5000 [PSH, ACK] Seq=1 Acks=
32 1.286819 192.168.0.2 192.168.0.1 TCP 000 > 1025 [PSH, ACK] Seg=1 Ack= =
33 1.267850 192.168.0.1 192.168.0.2 TCP 1025 » 5000 [ACK] Seq=510 Ack=20
34 1.274361 192.168.0.1 192,168.0.2 TCP http = 3197 [PSH, ACK] Seq=1 Ack=
1.274447 0.2 0.1 TCP 3197 » http [FIN ACK] Seq 190 AE
1. 274987 0.1 2 c o AT
1.275018 e > Seq 191 Ack= 21
1.276019 .1 TCP http » 3197 [FIN, ACK] Seq=26645
40 1.282181 192.168.0.1 192,.168.0. 2 TCP 1025 > 5000 [FIM, ACK] Seq 51D R &
Frame 36 (a0 bytes on wire, 82 bytes captured) »
# Ethernet II, Src: Netgear_2d:75:9a (00:09:5b:2d:75:9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
# Internet Protocol, Src: 192.168.0.1 (192.163.0.1), Dst: 192.168.0.2 (192.168.0.2)
= Transmission Control Protocol, Src Port: http (800, Dst Port: 3197 (3197), Seg: 20, Ack: 190, Len: O
source port: http (2807
Destination port: 3197 (3197}
Sequence number: 20 (relative sequence number)
Acknowl edgement number: 190 {relative ack number)
Header length: 20 bytes b
S | =
000 OO Ob 5d 20 od 02 00 0% S5b 2d F5 9a 08 00 45 OO o] «u.. [-u...E.
010 OO0 28 00 84 00 00 40 06 3 f8 cO ad 00 01 D ad B - T
020 00 02 00 50 Oc 7d OO0 00 &3 14 E 5 Ao . F.} h. P -
030 0c Q0 93 ca 00 00 OO0 OO0 Q0 00 00 02 L LLaa.e.s e
fckniowledgerment number (top.ack), 4 bytes [Pr1zoD:1zom:0

7E Wireshark 1EZEFHEET, 0T DAIEAT FIFE LR . (AUHE 2 I TER PR IE DUN I HEZE B T SIS B2 37 71 3% (update list of packet
in real time ))

A, ST LA 43 2 ) 0 S A L, WL 6.2 AR BT VN AN, AHBIXRE, R R SRR Th A SR
H&EFUEE%@EI’J@, SZHL Display->Show Packet in New Windows . T:TT UJM' AREEFAM LB AN B 2 AL

6.2. EAEEONKRE

36 1.274987 192.168.0.1 192.168.0.2 TCP http > 3197 [FIN, ACK] Seq=20 Ack=190 Win-3072 Len-0 [= |['E|f‘$_<|

H+] 3 on wire,
Ethernet II, Src: Hetgear_ Zd 75 Ba (DD 09 Sb Zd F5:9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
o T T it Vit e (= 0 e 1 s o ) oS 6 [ ot = 1) o S iy O T e s
= Transmission Control Protocol, Src Port: http (800, Dst Port: 3197 (3197), Seg: 20, Ack: 190, Len: O
[ e R I R - Tah ] V
5 | 2
&
14 3

o8 OO 45 00
o0 01 cO

(e NE TN 7 I 161 i 78 4 3K 19011

6.2. FHHISKEIR

RSN, VR, A7 AR A 6, Ao HHBUGS I (R b7 SO S



6.2.1. WHRERFHER
B 6.3. AFIRMERBAHTS

1 test.cap - Wireshark

EBX

File Edit Miew Go Capture Analyze  Statistics  Help
S e B x % &8 R « % » 7 s |EE aaaqaBm|
Eilter:| ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocal Info 5
20 1.250285 152.1e8.0.2 152.168.0.1 TCF 3196I> http [FIW, ACK] Seq=256
21 1.250810 152.168. 0.1 1592.168.0.2 TCF http = 3194 [FINM, ACK] Seqg=114 .
22 1.250842 192.168.0. 2 152.168.0.1 TCP 3196 » http [ACK] Seq=257 Ack=1l
23 1.251868 152,165, 0.: 10— 025 = L0000 [ACK] Seq=1l Ack=]
24 1.252826  192.168.0.1 gy  MarkPacket (toggle) http » 3196 [FIN, ACK] Seq=2661]
25 i, 253823 152.168.0.2 1592 (8 Set Time Reference (toggle) 3197 » http [SYW] Seq=0 Len=0 M:
2 1.254502 152.1e58.0.1 s ey, ACK ] Segq=0" Acl
27 1, 250552 192,168, 0.2 fpply as Filker * [ACk] seqg=l Ack=l w
28 1.2546459 1%92.168.0.2 152 Prepare a Filker b | Mok Selected AupnpsservicesLayer:
PE L e e e W 192 corversation Fiker b .. and Selected [ack] sen=1 ack=180
[ s01.259654  152.168.0.1 105 .. or Selected J E | v
Follow TCP Skream .. and not Selected bd
# Frame 23 (60 bytes on wire, &0 bytes captur .+ ot nok Selected
+ Ethernet II, sSrc: Metgear_2d:75:%a (00:09:! Copy p U_20:cd:02 (00:0b:5d:20:cd: 020
# Internet Protocol, src: 192.168.0.1 (192.1¢ (1%2.168.0.20
2 Transmission Control Protocol, src port: 1(  ExportSelectedPacketBytes.. 5 ¢spood, seq: 1, ack: 1, Len: O
Su:uur‘-.:e pl?r‘t: 1025 (10250 23 Decods ...
pestination port: 5000 (5000)
. : & Print...
Seqguence number: 1 (relative seguence _ .
acknowledgement number: 1 frelative ar Show Packet in New Windo
Header length: 20 bytes v
o000 00 0b 5d 20 <d 02 00 09 Sh 2d ¥% 9a 08 00 45 00 ..] .... [-u...E.
oolo 00 28 00 Fo 00 00 40 058 9 00 <CO ad 00 01 <0 as I T T - T
oo20 00 02 04 01 13 83 00 00 &7 81 3c 3F Ff oav os0 10 ... . <7. . P
Q00 0QC Q0 e¥ 97 00 00 QO QO 0O QO QO 0O Ll L.....
File: "D:\Projects\Patchnoselworkpackage_deviwp3_ioldocbooklexamplesitest.cap” 1... |P: 1200 120M: 0
AN T AR T S I A, SRR AR SEIL AR DO RE SR AT, DL TR A .
£ 6.1. BARFBIEHAIR
NNE
A aum et
Mark Packet(toggle) Edit P /BRI
Set Time . . NI
Edit BCE/EIN (1] 2%
Reference(toggle)
Apply as Filter Analyze 4TI I i 98 o
Prepare a Filter Analyze  #ERHRE Y HTERRIUE b o ERE

Conversation Filter -

STCP -
Follow TCP Stream
Follow SLL Stream

Analyze
Analyze
Copy/Summary(TE

XT)

Copy/Summary(CV

S)

Copy/As Filter -
Copy/Bytes(Offset -

BRI M AE B e BRIz LU,
SN BRI E, T SR SR A Hkk 2 (Rl 2
TE(R 238 HARHhE) . (XXX - add a new section describing
this better.-—E & LT~ G B T 215 VRN 34

Hirh 78

P AN T R ) ) — AN SE 2 TCP i i Hdis

Al F, ¥ TCP 4 SSL 2 fif

Kl 2 BOL B BY AR . (LA tab 73 TF [ 3CA)

R 227 BU BRI BY WA, (CVS 4% 5,12 540 TT)

DA AR FRI, @y o RS, S BT
AT 63l i s 3R A 4 S A 1 BT I AR




Hex Text)

Copy/Bytes(Offset
Text)

Copy/ Bytes
(Printable Text
Only)

Copy/ Bytes (HEX
Stream)

Copy/ Bytes (Binary
Stream)

Export Selected
Packet Bytes...

Decode As...

Print...

Show Packet in New
Window

6.2.2. AR HIFHSEE

File
Analyze
File

View

A6 i e fidh i O 0 0 S0 B BTG . ANEL 38 SCACHR
75

DL ASCII fih s CHe 60 0 52T B BTGB, EHGAR4T EN2 77
PL163E i R 7 B A 807 J7 2R A7 S 2 BY AR, (an
unpunctuated list of hex digits N.i%A5 &4 441 , f3 4R [ A
— )

A raw binary % 2GR 500 20 8T Wik . ot 76 5 AR
PL"MIME-type application/octet-stream" 7 fiti , 1% Il GE #£
GTK+1.x G N A

e i m 4 H D —Fe . uVPf Raw packet 715 5%
ek RIS

E P AT 2 18] 3 57 B AE OB IR (AN EN P 2)
TEf

FEH B 1 Sk 73k o £

Bl 6.4. ARERIL LT SERAM



T test.cap - Wireshark

File Edit “iew Go Capture Analyze Statistics  Help

S 5B x % 8RR « »» 7 8| EE & aqQ @

Filter: | *  Expression... Clear Apply

Mo, - Time Source Destination Protocal Info 2
20 1.250285 192.168.0. 2 152.168.0.1 TCP 3196 » http [FINM, ACK] Seq=2538
21 1.250810 192.168.0.1 152.168.0.2 TCP http » 31596 [FIW, ACK] Seq=114 ,
22 1.250842 192.168.0. 2 152.168.0.1 TCP 3196 = http [ACK] Seq=257 Ack=1:
R L) 152.1658.0.1 A R > 3000 seg=1l Ack=l W
24 1.252826 192.168.0.1 152.168.0.2 TCP http » 3196 [FINW, ACK] Seqg=26617
25 1.253323 192.168.0. 2 152.168.0.1 TCP 3157 = http [SYM] Seq=0 Len=0 M
26 1.254502 192.1658.0.1 192.168.0.2 TCP http = 3197 [S¥N, ACK] Seq=0 acl
27 1.254532 192.168.0. 2 152.168.0.1 TCP 3197 » http [AcCK] seg=l ack=l w
28 1.254640 192.168.0.2 192.168.0.1 HTTPF UMSUBESCRIBE Supnp/servicesLayer:
29 1.256388 1592.168.0.1 152.168.0.2 TCP http = 3157 [ACK] Seqg=l aAck=130

[ 301.250654  1%;.168.0.1 1592.168.0.2 TCP _____ [TCP window Updatel nttp > 3105/ [N

pestination port: 5000 (5000)

segquence number: 1 (relative seguence numhb
Acknowledgement number: 1 (relative ack nu
Header length: 20 bytes

Flags: Ox10 CACKD

window size: 3072

| Checksum: 0Oxe797 [correct]

) [SECQ/Ack analysis]

[#

#

B Frame 23 (60 bytes on wire, &0 bytes captured)

® Ethernet II, src: Metgear_2d:75:9a (00:09:5h:2d Expand Subtrees cod:02 (o0:0b:sd:20:cd:o2)

® Internet protocol, Src: 192.168.0.1 (192.168.0.  Expand Al 168.0.2)

= Transmission Control Protocol, Src Port: 1025 Collapse Al a0y, seg: 1, ack: 1, Len: 0
Source port: 1025 10250 Copy

Export Selected Packet Bytes. ..

Apply as Filker

Prepare a Filker
Fallow TCP Stream

\iki Protocol Page

3 Selected
k| Mot Selected
.. and Selected
.. or Selected
.. and not Selected
.. oF nat Selected

Frame {frame), 60 bytes

i@ Filker Field Reference
Protocol Preferences. ..

: Decode &s...

Pi1z0D: 120 M0

NERAE T USSR I TR fliE, RS T LR A% DD REM 35

X 6.2. GRHEHRBH LT3R
LR
JiH ey R
Expand Subtrees View JEFF T FE 1) T4
Expand All View JETF AL SCAE ) BT A B B 1B
Collapse All View KA BT ORI 3
Copy/Description - SR R BRI SUA B B I A
Copy/AS Filter Edit W PRI H 1E A il 98 73 52 11 280 B WAl
Copy/Bytes(Offset BT L Hexdump-like #6274t 21 BT 5 %MT@?U
Hex Text) Kt R 4 a2, AR #E VLGS S E W 73 3 rh gk
eP A3 (R TR P e Hh 1)
Pl Hexdump-linke #%xCORAF 2B, ARG SCATR 730 2K
;:‘x’f"’y“’s‘o““‘ : BT OIIR A4, R AEE TR LS VU 4
3 (ELF 1 TRIBRGUE H 35 53
COPY/Bytes u,ASCH K8 DAL 1T, AR B2 R RRAb: SR T s
(printable Text Only) MR FIFE ) i Ao AN ] s7E T AR AN 4 DI 6 1) B
X PR IE R 53
Copy/Bytes(Hex j U\A unpunctuated list hex digi{s TR A7 BB, SR8 T
Stream) RBN R ) A, AN A 2 A A5 T A Ak v 44 3 4y

(BT AL o))



LA raw binary 1 2(#5 VURIBINAR s SRABLT 00 512 iR 1)

Copy/Bytes(Binary T4, ANEZALTETANHE DU pfs 431 B (B 55 ek

Stream) ) H#B4r). FidE UL MIME-type*“Application/octet-stream” £1 fi 7
BYMAR A% BEAE GTK+1L.x FANAT ]

Export Selected File () ST B e () [ 44 A . 5 raw packet 04 L E

Packet Bytes... ST

Apply as Filter analyze KU HTEEIE AL IEN A, N

Preapare a Filter Analyze  FFHTIESEIUE N LLIEN 2, EASLHIN

Follow TCP Stream  Analyze JBEZANTT R WL, HOEPEALITE TCP i 56 50
Follow SSL Stream  Analyze [f] [

Wiki Protocol Page - SR T FE PSRN Y. WIKT 35 i 2 2% T
Filter Field RH AL I ) WEB 2%
Reference
Protocol WER BBk v, pS5 i3k I, FI TR G AE, &
Preferences... i PO S L, 222
Decode As... Analyze 5B N AMEAT B2 B RO (fT 4 SR 7 )
Resolve Name... View X IR IR IEAT 2 RN, AEFEITA A
t di
Go to corresponding . B i LA .
Packet ...
TNND, A% Lk i it

6.3. YRt ER

Wireshark A PIF G JETE: — BRI, o7 Fd Bac i i o A A58 Rk pkiE . Bonidig. Al
RLYETEAAEEE 4.8 Y “HFEI I e S 3
BRI YE T DLREG— L URANBOGIR AL, AR AT DU TR A RIS R R e b AR T US AABLTR JLAS T T e 0.
X
T 7B
FBUE
TBUH
o LIRIFZ
MRE PRI IR, 77 2AE Filter HE A A VRNIGER P, SRS RIG IR E . 222 o TARBI tep 3473 8
JRHIE .
6.5. A TCP Philtid 38




I test. pcap - Wireshark [ZJ@E|

File Edit Wiew Go Capture Analyze Statistics  Help

3w e BB *x % 8 R « » » F &[EE|a&a

Filter: |t|:p * Expression... Clear Apply

Mo, - Time Source Destination Protocol  Info 45
12 1.227282 192 168.0.1 192 168.0.2 TCP http H) 3196 [SYN ACK] Seq 8] Ack—
13 1.227325 192.168.0.2 192.168.0.1 TCP 3196 > http [ACK] Seqg=1 Ack=1 Win
14 1.227451 192.168.0. 2 192.168.0.1 HTTF SUBSCRIBE AupnpsservicesLayer3For
15 1.229309 192.162.0.1 192 168.0.2 TCP http » 3196 [ACK] Seq=1 Ack=256 W
17 1.=248355 192.168.0.1 192.168,0.2 TCP 1025 > 5000 [SvM] Seg=0 Len=0 M35
18 1.=248391 192.168.0.2 192.168.0.1 TCP EOO0 » 1025 [5vM, ACK] Seq=0 Acks=
19 1.250171 192.168.0.1 192, 168.0.2 HTTP HTTP/1.0 200 OK
20 1. 250285 192 162.0.2 192, 1628.0.1 TCP 3196 » http [FIM, ACK] Seq=256 Ac
21 1.250810 192.162.0.1 192.168,0.2 TCP http = 3196 [FIN, ACK] Seq=114 Ac
22 1.250842 192.168.0.2 192.168.0.1 TCP 3196 » http [ACK] 5eq=257 Ack=115
23 1.251868 192.168.0.1 192.168.0.2 TCP 1025 - 5000 [ACK] Seg=1 Ack=1 Win
24 1252820 192.1/3.0.1 192.1/3.0.2 TCP http = 3196 [FIN, ACK] Seq=26all
L e L 192.162.0.2 192.1628,0.1 TCP 3197 » http [EYN] Seq=0 Len=0 M:SS
26 1.254502 192.162.0.1 192.168.,0.2 TCP http = 3197 [5vMN, ACK] Seq=0 Ack=
27 1.254532 192.162.0.2 192.168.,0.1 TCP 3197 » http [ACK] Seg=1 Ack=1 Win

4 >

Frame 11 (&2 bytes on wire, &2 bytes captured)

Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Metgear_2d:75:9a (00:09:5b:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.163.0.1 (192.168.0.1)
Transmission Control Protocol, Src Port: 3196 (319a), Dst Part: http (803, Seq: O, Len: O

| [+ F

o000 00 09 5h 2d 75 9a 00 Ob 5d 20 cd 02 08 00 45 00 o [-Uu... ] ....E.
010 G0 30 18 48 40 00 20 08 61 2c o0 a8 00 02 o0 aiB LOWHEL L. a,......
020 00 O1 Oc 7Fc OO0 50 3c 36 95 f8 00 OO0 OO0 OO0 FO O2 eeo | PeE L. p.

030 fa fO 27 =0 OO0 00 02 04 05 bd 01 01 04 02 e e e

|File: "Dnitest.pcap” 14 KB 00:00:02 |F‘: 120 D: 103 M; 0 [Expert: Error]

BVFREAEE R, FEERMCENT TCP il T CANE T UG 2 1-1050 DB B . PRI g5 & [l e A AR
(TP R N OR T ST TR P

iy §

MR IERT, T IR AR IR B E R B SO o s i U B R SR R

ENIIESSEa

PRI ex Wireshark A] DU IR P SCHEAT I 6 o ARt AT DU AR AT 28 T893 In 2000 1 1) 7 BOdb AT 1o 98, (EAX SR -Tdar 28
é%%J?E&JJDLT A5 . {F Add Expression... x| i HE 1] LU 1 7] FH 1) 7B R VEWLEE_6.5 15 ““Filter Expression/ it i
0 : ,UEBE%J (A1) AR AN 7ok F B4R 171192.168.0. 11942, 7T LAE ] ip.addr=—=192.168.0.

K

il Clear W] LIRS il uik

6.4. BV ERTHERIER

Wireshark $4t 7 BT R K R 9T E, IR DUR AT L 2R M B8 . ARn] BLELAL L I, S IFRE A 24
fE RIEN o AN T ERAE .

®r

PR LALE Wireshark Wiki Display 5142 A& HLK & 1) k7o g a4 o

http//wiki.wireshark.org/DisplayFilters.

6.4.1. ERTIBFB

AL TE TR AR - BOAS W] DA Rl SEAHT o  F IR S84 DA i o o A n BB iz B A s i 9875 R - TCP Kras
BN A TCP B AL,

i i "Help/Support Protocals"/# Bl /FM3 32 #7357 #1011 0] "Display Filter Fields/ i 7nid 18 7B vJ DA & 5 52 38 58 22 1K) o vk 7 B 47
%




6.4.2. lLB/E

PRu] LB ARV 2 A I L B bh st vk . PEILER 6.3 “ ol i bh e e VE
E -7
PR LA T 22 A I 0 RN G345 (e-link) TH0k 3 [ AR (R 25058, e it ] LR & .

£ 63. ErBELBIRIER

C-linke iR BB

English

€q

ne

gt

It

ge

le

Equal
ip.addr==10.0.0.5

Not equal
ip.addr!=10.0.0.5

Greate than

frame.pkt len>10

Less than

frame.pkt len<128
Greater than or equal to
frame.pkt len ge 0x100

Equal
frame.pkt len <=0x20

6.4.3. AE&FTER

PRVT DU B AR A A b e ik SRAL A AE B, W 6.4 “ Bt DB 4 45
R 6.4. BT EKIZRBIER

Engli
sh

and

or

Xor

not

[...]

C-lin

ke

&&

AN

R EH

Logical AND

ip.addr==10.0.0.5 and tcp.flags.fin

Logical OR

ip.addr==10.0.0.5 or ip.addr==192.1.1.1

Logical XOR

tr.dst[0:3] == 0.6.29 xor tr.src[0:3] == 0.6.29

Logical Not

not llc

Substring Operator

Wireshark SVFIERE—NPHINTPH. AR SR LN E—Xt {15, fEH8
A& HIESEAZET? )BT,

eht.src[0:3] == 00:00:83

BT nem kg SHRE —ANEH . AEXFMESUR, n iR A B (0K R
B R, RS A, FPELROR AW AL, f258 AL, m IR
SEFCHR AT X IR

eth.src[1-2]== 00:83

BT n-m kg XA AEASI 0 RO B AR, m RIoR LA E
Wt

eth.src[:4]=00:00:83:00

EBHE R m 4%, RIS RGO B B WS WAL E me S5 T0m
eth.src[4:]=20:20

LB 0ot X, RoR a0 B AW n A5

eht.src[2] == 83

FBUER n B FRE— AR B o AE R bR B v T DA A
wn PRE. EEN Tl

eth.src[0:3,102,:4,4:,2] == 00:00:83:00:83:00:00:83:00:20:20:83

Wireshark FEVFIRR 24705 BIT IR AL G AL R AR E X, b4
B



6.4.4. HILRER

& 43
EH A RIS AR AN ="81ERF, 14 eth.addr,ip.addr,tep.port,udp.port 20 % Al e &= 2B
TH AR

2% A A\H ip.addr =1.23.4 £AACKERA S ip ik 1.23.41 4,

WA AT ip.addr $=1.2.34 F X HER ip su3ik b 1.23 40040, IR E ARSI IR I IRE o

FHR, AN RIE 0 ELAEAG 45 U IR B H B bk rp P B — /N AT 1.2.3 48007 Rk, B RIA S ip.addr 1=1.2.3.4 7]
DABGBAE: "ZEAEN p FERAVLAANN1.23.4" KA ip FdRMR A SRR H brbihl, N ZEEHAN T — AN A K
1,2,3,4%15 o0 H o

B BRI, SRR B AR pE R S b, ip R A 1.2.3. 4004, TERAI A 30N 1%L (ip.addr=1.23.4). ‘& 1 L
e SR T B AN ip.addr EFFFEL2.3.470 A ELA A by i Ui 0 1% BT B4 ip.addr BB RIBEL.23.4(1 1"

6.5. “Filter Expression/i1 B8R ER M iFHE

R Wireshark I IERSE, JF T ARARAT DUTAREERR AT YE LU, mT UBRE fif o i A o 98 74
EAUTRAR S — A~ Wireshark 381 T, 80 AbBE—LSARRE B 2R DM, (RFT REARMEIE T P4 A\ P A b ATl v o i Pk 20
THE 2 71 R gt R 26 i)
#°or
A PERIR AT HE R 2 S AFIE U A 10 TR o (N EITE A AR M)
B 6.6. MFAAXNEIE

Wireshark: Filter, Expression E| E| f5__<|

Field name Relation

Zdparitwfec is present \
SCOMANS ==
3GPPZ A1l 1=
02,11 MGET =

@0z.11 Radiotap Ly
8023 Slow prokocals =

ap o=
aaLl caonkains
anL3i4 makches
AARP

ACAP

ACP133

ACSE

ACkrace

ADF

AFF v

[ S = |

H R ®

* =

[+

&QK || xgancel ‘

FIFF LR EHELL S o B o5 Som— MZ SRR AL 23 3CHI3, — DR RIEFRHE .

Field Name

M BRI B 7 B A AT IR EM SRR S — . b S R ITHIR, W] DR OC T AR Le i (1 1 a8 B o
Relation

MATHIR RAR PP R o is present & JCK R, RORUWIRIRIEFEN 7 BAFAE, FEXWAIE. HWERRA N —I6K
R, e SR MER VTR )R TS K

WRARNF B TR FBL RS T I0R RIS TR R =="), R o] Re T MM, ATl Re e T HEE B

Value

TEMA N A TG L EE, AN IOE R RE 22455 VR B 1) field name (18 PEE R (B A1 157 H).

Predefined values

A LEP I B S BB AT, X R C B S T IMZE AR R 2Rl A RIS P IX A E X, R AT DAAE LIS .
Range

AR R ET

OK



WRRC @A TRk, s OK RVl G g R i vk 745

Cancel

PRAI L Sty Cancle 24 AU 525 I Add Expressions .o X i5HE.

6.6. X, REITIES

PRy Blog S ug s, IR bR ME LU AR o IR AT AAE 512 SEFTm A LSR8 I ) S % et i 45 (1 P 1)
SE SCHT R U8 2 BB O S A AE IR B A5 A1 P AE 52 - LfCWMeiﬁﬁ?CwmnHMmﬁ2\EAmmw%$ﬁ%

Display filter.... Wireshark K25 an & 6.7 “ i e sk 84 A1 {5 i P8 28 X UG HE T 7S T AE
TR
BRI A A A0 8 7R I 1R ¥ 8 MR AR 7 0L 58 —FE. Fr AR B — &, =&
] R AN 7] e Al
&
PRIBZH] Save K ARAF RIS JERS, OK 5 Apply N2 RArid JERS . JCH] wireshark I 2%
[EPAEPS

B 6.7. "R a8 " Bt a8 AR N EAE

Wireshark: Display Filter

Edit Filker

kpkk_long
Epkk_anly

ethernet broadcast
D2 ip broadcast

deerpc
DCERPC Fault

Propetties

| @ﬂelp | &QK || of apply || ESave H X Close |

New
B AN B g s 25K . 2 HTHT N 1) Filter name, Filter string {ERRG 23 Bl A8 o a1 SR IX BE 4 23, 4 24 505 N "new "
Pt filtername & UL _F AL ? )
Delete
BRI R g 2% o 0 B L DA A Hh )k AR (1
Filter name
1B SO T IR T RS 1) 44 R
'R
A PEAS A RRACHAEIAL A T X T, A HAb b ARmT LK 2 A I SBR[+
—NGRR, AHIXFESIRA

Filter string
BCARTE PRI A DO Wi g RSN AT IR A
Add Expression

GG A BRI g FIOTH A XS UEHE, Bl peRiaat. L
OK

POE BRI 2 Eon N EFE L IESRS, JCH 2 ai X EAE.
save

(R AE AT IEAE R B . SO B A% = 0292

Close



KPR IEHE s K2 BOEF AR RAF IR

6.7. AR

MR B — 2B DU S, B R CLRTAT A6 (B 5, T DRSS Sy I3 T & #k . M Edit 52 1A $¢ Find Packet... 5% H.
Tl Wireshark ¥<x i & 6.8 “"Find Packet/Ar $o A" %ot {HAE> Bt 75 5o i Al

6.7.1. RN IHHE
B 6.8. "Find Packet/Z 1R "MHEHE

" Wireshark: Find Packet

Find
Ey: (%) Display filter () Hex value () String

|

Search In Skring Options Direction
O up
'@' Drowry
S [ X co
AR e P A T

Display filter

1E Filter: i N\ 7Bt FEA KT, sl OK(RLyERR T )
flt: A192.168.0. 1K 1 =048 TR Srd s, AT 545
ip.addr ==192.168.0.1 and tcp.flags.syn

BRI IEMTER, S WA 6.3 17 R IEf>

Hex Value

FEAHE Y R AR E 1P 41

Bltn, AEH"00:00" AT — AN E PN T A R .

String

AP AR TS, W R E 2 S

A AR ST IERE R A . WIREER A TC R, MAES RO E0, R WZAE.
PRT LA E B4R K ) T

UP

) EERALIE (g 5T 20

Down

i) A1 (5 5 s 7 2R

6.7.2. "Find Next/ZER F—/* "4

S FHILJG VK0 2 HR U k4

6.7.3. "Find Previous/Z % _LE—4 "4

i IR BB A Ry 17, AR AR

6.8. v EHa

I "Go" S AT MR AR B 14 € (K1

6.8.1. "GO Back"ig [B|#r4
i FH Go back iR Bl J7 e, LAEJT2CER web 3 B2 1 0 1 J7 52 id e 284
6.8.2. "Go Forward /[A] B[ "fr4



BrHERIALI sl 3%, TAEJr 2R web M U088 ) DU b7 S Ad s 254l
6.8.3. "Go to Packet/Z|355E i1 "WHEHE
B 6.9. "GO to packet 3£ B "WNEIE

I* Wireshark: Go To Packet g@@

Packet number: | 123

| @ﬂelp | m;ump ko

| X cancel |

NELG S, i OK, s B4 AL (b i 1 3B A B #F 2 jump to, /B4 T OK?).
6.8.4. "Go to Corresponding Packet/Z]¥ N f143 "#rd

WERPGE P 7 BUR SR 53— M, %A K 2 e 2R M
TR
T B KA RS BE R U YT A BN, XU 125 Bt T LA 26 R K4

6.8.5. "Go to Firest Packet/B|E— N "Hrd
B2 — Ny

6.8.6. "Go to Last Packet/BjiJ5 — M3 "#rd
BRI — MY

6.9. tricl

PRn] AYE AL AR O A EAT bR . Bbmic BT St B0, ANE RORBCE MBS BRI . Al B B T8 K6
AR AT A 4
& 2
BRI A AEAETER B S P BT oAbt 7, SCHSCIEG, i brid s Rk
TEORAE/ AT DRI, ARm] DU Absic il . PRd LG, wr U tH AT IX R+ W2 5.8 5 “fu i v i
P bRid LRy BT = IR
Mark packet(toggle) %45 LIbric (1) AN
Mark all packets Fric Jir (1.
Unmark all packets 57 715 Fric
XLEEFRIC T g ILAE "Bdit" 2 # . “Mark packet(toggle) " Zh REZE 5 B A0 41 6 AR 5% o b R SO s[RI vl AR E

6.10. B} A Bk RS %

EREE M R, AT BRI RS B IR AR B Sk, DLER R A

KT INTAIE, I D BLAAH R AR VG IR v, WS 7.3 7% <IN (Al

A, 27112 P B 1) 3B S T TAE RO F8E T e R B 6, LB 3.5 1% “"File" S HL”

AT A T

Date and Time of Day: 1970-01-01 01:02:03.123456 {9, 4ifi 412 1) £ %+ H 31 A1) )

Time of Day: 01:02:03.123456 {14 12 (1) 44 X} ) 7]

Seconds Since Beginning of Capture: 123.123456 #H XJ 55 SCAF 146 4l 41 1K) I8 ) 5 55— AN INF 1) 2225 Q010 313X 4> 60, 2 11 11 I
Ao (WA 6,101 5 “fuZ 2 ita)

Seconds Since Previous Captured Packet: 1.123456 A1 i —/Mili$2 £ (1) i) a)

Seconds Since Previous Displayed Packet: 1.123456 A%} 5 —A™ W G A ] GEJg / o)

AR EEQE AR BT B0r), B LA1ogE R XA -

Automatic il JTJEA SO U RAT I I BORG B2 . CERIAET)

Seconds, Deciseconds, Centiseconds, Milliseconds, Microseconds or Nanoseconds 5% /il i F k45 & RS FE . 40 B SEZ Bk E LG
PRFERIIC, 25785 T B 28 n0. i R SEBr R B2 ELURTE € 1. Bl i) .

K5 PSR B T SRR AT AN B TR, 2 - “Seconds Since Previous Packet”, : ‘& FI{E A g2 1.123456 2R 22K "Automatic"
FEIEVCE, Wt 2K [ libpeap A% XSO AR BE(A T 02— 1) o ARARSR SR BEARD, W =1, WRAREH . 44
b (nanoseconds) #2327~ 4 1.123456000.




6.10.1. % H

P U ENS% ., WNSHEITE G S MR S ] o FARAR S0 25— NRr e 6 10 I R) (1B, & 1R H - 4
W FIR—AFE K. W UE— MR R EZASFH I,
k25
I () 228 AN REORAE BB SR, OGSO a2 R 2k o
iy o
I [7] 22 AT BEA A AE I 1) 4% 5 A "Seconds Since Beginning of Capture" i F b A7 H .t
ISR R TN AT RS A e ANRE TAE, B 2AER
AW R 2%, L+ Bdit 5K “Time Reference” T —N. 1FILEE 3.6 717 “"Edit" S >, w4 M ALAZ 1) 47 Bl H 100
.
Set Time Refernce(toggle) 1/]4% i (L I 7] Z 5 R A& FF ¢
Find Next {5 L A AN 2% 4,
Find Previous 7t {0413 [fifi A $mr— M A) 2% 44
B 6.10. i} S %544

test. pcap - Wireshark E| IEIFEI

File Edit \Wiew Go Capture  Analyze  Statistics  Help

B oW e @ x % &2/Q « % » F 2 [|EEKQa
E}Eilter:l - +§xpressinn... lb‘,glear fﬂpply
Mo, - Time Source Destination Protocol  Info e

4 1.025659 192.168.0. 1gmp.mcast. net W3 Membership Report

048852 . L0, . . 255250 Source port: 3193 Destination po

& 1.055053 192.168.0.1 192,.168.0. 2 uop Source port: 1900 Destination po

9 1.082038 192.1688.0.2 192.168.0. 255 MENS Reg'lstr"a'tmn NB NBlDGElDaCICI:v

0 *REF* 92, 168.0. 2 2. 168.0. CIHS mop

11 0.114211 192.168.0.2 192.168.0.1 TCP 3196 E http [SYN] Seq—D Len=0 MSS
12 0.115337 192.168.0.1 192.168.0.2 TCP http » 3196 [5YN, ACK] Seq=0 Ack=
13 0.115380 192.168.0.2 192.168.0.1 TCP 3196 » http [ACK] Seqg=1 Ack=1 Win
14 0.115506 192.188.0. 2 192.168.0.1 TCP 3196 » http [PSH, ACK] Seg=1 Ack=
15 0.117364 192.168.0.1 192.168.0.2 TCP http » 3196 [ACK] Seg=1 Ack=256 W
17 0.136410 192.168.0.1 192.168.0.2 TCP 1025 » 5000 [5WN] Seg=0 Len=0 M35
Tdentitication: OxI5847 (&215) s

Flags: Qw00
Fragment offset: O
Time to Tiwe: 128
Protocol: UDP (0=11)
Header checksum: 0xalld? [correct]
Source: 192.163.0.2 (192.168.0.2)

Destination: 192.168.0.1 (192.168.0.1) v
000 00 09 &b 2d 75 9a 00 Ob &5d 20 cd U2 OF 00 45 00 ..[-L... ] ....E. ~
010 00 49 18 47 00 00 80 11 al 09 c0 a8 00 02 €0 28 I.Geuun svvennns :
020 00 01 Ob d2 00 35 00 35 46 69 00 21 01 00 00 01 ..... 5.5 Fi.l....
030 00 0D 0D 00 00 00 09 70 72 6 78 79 63 &f e 66 ....... p roxycont
040 05 FF 77 30 30 34 OF 73 69 65 &d 65 Ge 73 03 Ge  .wwd04.s5 iemens.n
050 65 P4 00 00 O1 00 01 Ete.... v
| File: "Dn:ftest. prap” 14 KB 00:00:02 [Pr1z0D: 120m: 0

YEAITE 2%, fE time 53 *REF* A5 B4 bR i (W LR 10 M) BT Ja st Al llfn— M 2%k 2o
1)

$71E BR

AR
7.1. 5K
7.2."Follow TCP Stream"
7.2.1. "Follow TCP Stream" %] i {
7.3. Bf[alEk
7.3.1. Wireshark ‘%




7.32. F# A%

7.3.3. HERAYE
7.4, HIX

.41 A B ARE - SR B X

7.4.2. Wireshark FIH X (1] 5C 5
7.5. A

7.51. MA@ EAM

7.5.2. Wi | Wireshark = Zf £
7.6. IR

7.6.1. 2 AEAT P HE

7.6.2. VIR 44 i #T(mac J71)

7.6.3. 1P Hhk ff BT (1 2% 2%

7.6.4. 1PX A WRARAT (M 25 1)

7.6.5. TCP/UDP ¥t [ 44 ff bt (AL 42
7.7. K H N

7.7.1. Wireshark 5248 Fl1 46 {1

7.7.2. Checksum offloading

7.1. $EBH

TEARATHG A2 Wireshark [ — 28 g5k

7.2. "Follow TCP Stream"

WERRALEL TCP Ppil, AEEAF Tep WH N ZEHE, "Following TCP streams" I e &R 45« WERRIN A telnet Jit

s, B R ARSI B — AN T B IR R TR A BRSNS TCP WAL . IX 28R wT DU I

Wireshark [f]"Following TCP streams" B ft K 528

TEALH) 2 h e — MR B K TCP £, AR5 %485 Wireshark T HF2 3 S Following TCP Streams "1 I5i (21# ¢ H] (151 %

SRPR AT BE IR b R SR Y o AR5, Wireshark 2 1) 2 6038 1) o I 9848, JE3EH —ANOHEHE o TCP Wi i £icd . &l 7.1
“"Follow TCP Stream" %] i HE” 7~

TR
{EFFVE = 2 : Follow Tep Stream &3¢ N — AN B nid JERIEFRAR ELIE BRI Tep WMHIFTAE
£,

7.2.1. "Follow TCP Stream" X}iE{E

7.1. "Follow TCP Stream"S$iEiE



Follow TCP Stream

Skrearm Conktent

=UESCREIBE Afupnp/service/Layer3Forwarding HTTF 1.1

NT: upnp:ewent

ICallback: chttp://192.168.0.2:5000/ motify:

Timeout: Second-1800

lser-fgent: Mozillad4.0 (compatible; UPnP/1.0; Windows NTA5.1)
Host: 192.168.0.1

Content-Length: ©

Pragma: no-cache

HTTP1.0 200 OK

_onnection: close

server: UPnP/1.0 UPnP-Dewvice-Host/1.0
Timeout: Second-1300

SID: uuid:ct

Entire conversation {368 bytes) s | () ASCIT () EBCDIC () Hex Dump () © Arrays () Raw

Save As E Prink

@ Help A Close I | E] Filker ot This Stream

A I PR 2 IR [ A AT T P 8 R BRI — 3. M A 2] B B S AR Id N 206, M B B A Bl EFRc . 4R,
W FARE ARG VR ] L "Edit/Preferences "% H 10 [1] "Colores " & LB {71 -

AEFT ENERPRE 24 o M I3 5. XXX - What about line wrapping (maximum line length) and CRNL conversions?

FERPE IR, TCP ARSI E 8T . AL Bl (1) N 25 75 B J T T XS IR HE

PR LAAE X G HE AT G #4 «

Save As DAY i e 54 X ORAA B8

Print LY ik £es 4T EDim 2 -

Direction %43 [ %75 J7 [ ("Entire conversation", "data from A to B only" or "data from B to A only").

Filter out this stream ] — /M2 ridyE, 7B s HERR M aTIE £ TCP i,

Close <P YMHIATEHE . BB i w7k JE 5.

ARnr AR BAT A 2] B v 284

AsCIL. (B R R AL, ASCIL FUE A A Hidls . R ERIE G HET ASCIL 9], %t HTTP.

EBCDIC. For the big-iron freaks out there. (ANFITHIX A1) 24K A, EBCDIC J2& IBM A "] 545 kil gt brife . )
HEX Dump. SUVFREHFTAEHE, wREs KRR &6 o —db .

C Arrays. FUVFURFREIE S AIRE CH CiEFRIT.

RAW.  AVFREN JGUGG Es 2 FoAb S FH AR Al — 22 0. WoRZ8LE ASCIT o {H*save As™ & RAT N B SCAF

7.3. FFTEIER

)k, B IRERIE R, G5 RTE I NER M 2. AR 0 R4 4 Wireshark A BRI [RJER S 48 & A2 T A4 o
FEALYE G PE T, REANCLAEIE NI R 0 L i TR) R, I AN IS DR 2 CRAFZE R B ST, BT DAABAT AR mT AFE BUJS 2 I
T2, I TR AR A MR BRI W 2 A& J B2 1 1% 7= 4E 1)« Wireshark M\ libpcap(WinPcap) libraray( J4) H #4445 )8k . 1M
libpcap(winpcap) X N EE A R 58 WAZIRTT I IS TR) o G SR 42 000 2 A HE SO BN, IR AR Wireshark MOSCEE P R4S 1)
) R HA -

7.3.1. Wireshark &
Wireshak Py B (10 248 A 0 e T 8 =X el O L. 11970 TR RIS 1] NSl AMFP (10420 2 — D) M B . R



n] LLiA 4% Wireshark 7E B4R I THEE R . W 3.7 5 “"View"SEH”[#)"Time Display Format"ii .
MBS NS HESCAEIY . Wireshark 4% 1 278 P EAR 2RI P2 SCA% X i) 1EA T I TR R 451 o

4RI, Wireshark {f ] libpcap(WinPeap)fifie it (SCRFANADRERL) o BRAFVRAES MR AE F LRt AT R4, — O AR
(WESYLL) A

7.3.2. WIRIAHERA

Wireshark 32 £ [ 4ili $& SC A4 4% 38 #BA17 A3 I TR0 o AN R 00 405 442 S 1 A X0 IsF 1) ORS B38 A5 AR KOS TA), AR vom 3 gh 75
"0.123456789"# A o K 22 HUE I HE ST A P I T Al A2 [ e RS PR, e SO U R A T I D BORS FE A & (]
fese T,
KZ B Wireshark(FIEk 22 HoAth T H) A FH 1) libpeap 4412 SO QAN 7 35 [ 2 10 ¥ 0 20 2 — [ K 1Em0.123456"

HE

5N B AN SEBR SCRERE BE L AR5 N RS BEAR A% X C R, T2 S EUEE £ k.

Biltn: dn SRR — AN GEDRE B LSOO, SRS ILA74% h tibpeap SCIF(ET T v 22—

FERE). Wireshark 1R W 5 254 I RDRS BE A E )T 70 2 —Fb

7.3.3.

SH AN "Wireshark [0 [HJELRHERAPE LT 2 "o SEBR b, Wireshark 5t A2y QU TRE, i 2ot ik FoAth (1 3 5 45 21
I F o flA e Bk, HERPERGR TARSE I M R FRAE R DT, TERE- oo )o DAL il REAR AT T fr) A2 1] 5

HE

I USB M) W 2 TG TE e 4 AL RORS BE AR 22 o AN RSB bl PR B0 I TR AN ZEAR i

P 4 fe il USB B2k B RGN B WA MR TR LS 4 24T |

I ()RR, Xl I AT L HRs 25 T EAER I KPR AR

458 WIARRTT EORS O R0 T8 TH AN EAIT] USB JER MR ! CEA RN A7 84T

RAE USB i fF_ LSRN L a1k ? i)

side bar ceshi

(2 PEFVE R SCHR S, I TA)ERE Wireshark FI PRI IR TR INAE QD L1, ARG ATA e — 0] o METE LUS ZERUAE 1 2 15 I
BRI RE «

74. X

MARTE S HTRAT I, S E RIS DX N o SRR AN, DX A5 B SO, I DX o) 2 45 ARl SR K 1) R 4 )
B, A PN R B A4 SE AT BE S SN X ] 8«

ARASORT P A R I TR BER FR) 22 00 AT S, AR AN T 2 7 A Al E 1) 2 o 18 10 1R i) (REL 6 2 3K ) o

IR AT BEARA A3 BIA A S UR PRI X A SO, B DARIEA EREAS B DX ) /. i dn: AR 1% BN B A A AR TAEfE—A
INFIX

£ 1.1

HraRmX?

NS B TRLRTE T H V% o SN 1o 6 s, R SR AE20:  00.3X L8 ] XA DY ==

A A SR BR AR AT [FRE R4 RN R], R A /NG AR RTINS TR Y, 33X 4

2 PEORAL

PRI, AATTREHBERT G0 Ry AN TR R XS5, A DR AT — AN AS IS TE)R) R A b B H T H %

it X 3EF UTC(Coordinated Universal Time) 8¢ # Zulu ) (ZE FHAZS). 1HH K GTM(H M JE

BTN CANFEAE ], e A YRR 2 (5 UTC MIELiA $)0.9F8) . UTC JEIHI X 2T 0(fr T

REAREGR, TERE22), AT IR DX R E PRI 75 - 12~+ 14/ [7] !

Bl RARAEERIAR, AR DOR L UTC FLUNEE, - B R X N % 2 "+1" (5 UTC I

[ ECER I 20, LA/INI R AT o AAR I3 RN UTC 1P RUER R IR [R]— AN %1

A LG X BN AR, DRR I LR IR DA FH AN IS (1 o (R n: S BRI X UTC+05:30)

Cd % #H x 5 B I http://en.wikipedia.org/wiki/time zone H
http://en.wikipedia.org/wiki/Coordinated Universal Time,

£ 1.2

f2 & DST?

Daylight Saving Time(DST), X #5 A H AW, H P& AR R LA T H PREe H R I [R] (5 2=
HERK, RRBIE G E R, AT, AdRANR). I TIERXAHE), 2



ER HAZETAR)D Bn—A DST /MY 2 UTC F1. BT BARIEINAS AN (B> Foh 77 548
FE2/NI) I ZE R SR I X

ANFE R, DST HARE M FIEE N . IR GeRFEEER], bR ki 2 4 n
SN AR CEean: M2 B 2=, ORI )& 428D

HE: AN DST B, UTC EAEAE—8Um.

L A5 EUL httpy/en. wikipedia.org/wiki/Daylight_saving.

7.4.1. EEBREEREVENLNX
7.4.2. Wireshark 1B} X 1% &

15. &HE

151 fFAREHE

WAL W T B RN IR B, ZEARENT, 2 BT BEAS SRR 1 E s S (bt W 2B K/ IR BRI, Bl &
1544 TCP —FEF R EE , TCP Wit 56 4= AN N1 B 73 Bt o (JR S Hyor is stream-based like TCP, which doesn't know data chunks
at all.)

XL, PSSO e S o BOr i 3, 9 (i A DB BB o 240 IR B milH TR
B E A B sy B L o

- B
.\J) ¥ Wireshark LI, XA J7 24575 4y ArFf/reasembling, 7145 & Vsl (¥4 ik v g
ARAFE (B 4n: desegmentation, defragmentation, ...)

7.5.2. WfaF Wireshark &3f£

XTARLETT DAB: Wireshark P I HMY, Wireshark Gl AL BRI FE Ny« A4k, RS, WoREdi . Wireshark 23 253 2 R A e
XTIV (1), E"Packet Bytes"THIAR (1) fR BN 0L 1] {27 A5 9 LLS I £ - O T “Packet Bytes” IR (I 7E4I 41, WLEE 4.7 15 “"View"
SEHR)

7.2. HH A H A MEIF "Packet Bytes K "

o000 0% 00 06 ab 04 53 08 00 06 &b 7T bd 08 00 45 00 veaeaSa. WRLLLLES A
0010 01 48 32 C7¥ 00 00 1e 11 dd 51 bC as 08 0a bc as LEFFTEEEE | [
oozo 09 22 41 aft 07 04 01 34 00 b4 04 00 2e 00 10 OO0 L T
0030 00 00 00 00 a0 de 97 &6c dl 11 &2 71 00 57 80 0 ....... T ...g.m.. b

Frame (342 bytes) | Reassembled DCESRPC (1604 bytes) |

—_—
6 IR RAEAEZ AN, BT LATE "Packet Bytes" THIBR A 623 L 21 22 A B n 02 i 13
Jﬁ‘

—, ER
ﬁ PREAEEAE B I e — B B IR A 8

DL HTTP Get N2 001 : 3 KA (1 4n—A> HTML )R [P . Wireshark £ 57— AN 16 35 4% i 44 7 "Packet Bytes" [
B[] —~4% 3 "Uncompressed entity body" Bk I .

BRSO N, EiEmirh S IE R R BN V. 75200559 H 2 i BRIMELZ A e iF . WERARI Bk I 720049 H 2 Firik &
1, PRIFHIIA—F, A IFRIEIRCE .. I3 M 48 /e AR K.

FOVFRNEE 1A FR AT B P SR SR AT P IR

TZRIER A TCPYL IS RFG . W PSR G H 5 AR &l i ) S50 & 1

2 PR (AN HT TP S0 H A FEHL IR A I 50 Fr B8 o 3 264l [R)FE v] LU I Pl S50k s ifr ekt
TEVEE 2 DL I tooltip 23 P&V [RIFE 75 2275 HB AR 2 P SR

7.6. BHRRAENT

TN 2R T R AR AT BOE B AT B e A PR T USE ORI AR Gl R G/ 4% ik 55 (B 3R I E M LA
AN/e% Wireshark fi§ %€ WA E SO o SC TR I U SCPFREAT AR AT IO PERS W) A WL222
PR LA B BUZ AT SOV, AR BCE

7.6.1. ZFREHTHTREE



A FRENTEAT F Wireshark A3 ZANME, BRI RENH. AEEE, A2TEa e A s,

BFERITEREARTH . RS54 B AN JIE T BT 0% F, BB RS B AT o Sk i BT ) 4 6 A T S

AR

BT R SRS AR M A T . DR LS T T SO el e ot ¥ 4 B3T T SO ml e R B4 TR

AT o BT TR ST nT 23 B 73 Mk W& AR A2 28 Ak, AR VAN A IR R T4 452 31 4 B AT IR 25 s (2 RiT I A m

CLEFZ )

DNS T BRSNS 1488 Wireshark B, (k& 7E S0P £ Wireshark i 3K DNS IR 25 4 1A 5 AR IO L A%

ARHT 2Kk Wireshark 75 . X6 WA MEAE T — @ Tk EJE, R4 N5 BAE wireshark 38471 % 2E25 4k, wireshark
SOVERBIXAARAL, OSSN T IR . W X 5 ELAE Wireshark 1217 I AR4L T, 8] Wik —/NHr DHCP Fi

2, Wireshark NEVER T, (OXLEZ4ENXT DNS 2 AT 1{E 8?2 2 /DPLa 27 dns FEM? )

- ®’r
K;P SRRSO D55, R — ISR UG AT, 0510
PR 2 BV B, AT 45 S B ZEA7 AR T LU T ™View /Reload” T 514
A B 4 SR SR (P R R B R

7.6.2. BIKRI 4 F AT (mac B)

30K MAC Hihik(e.g. 00:09:5b:01:02:03)ff #7418 75 [ 132 ¥ kil ("Human readable™)

ARP & MW (R AWM S ) Wireshark 23 [ 4 1F R G & W5 K, A LUK W Hb bk 5 e o 6f B 1) TP 4k dik (e.g.
00:09:5b:01:02:03->192.168.0.1)

Ethernet codes(ethers file) 4128 ARP fi# 4515, Wireshark 23 22 380KF UK MU ME#ATT A LRI 28 44 o IXRPARAT 75 22 P 4R e
—/™ ethers 3L 4 mac HitE A BC A2 FR. (e.g. 00:09:5b:01:02:03 -> homerouter).

Ethernet manufacturer codes (manuf file) %15 ARP fi#t#ft Al ethers SCAF#TCIE IR AT, Wireshark 232234 mac Huhik 1)
W =ANFATN) A4S . mac HUbERIRT = AN 5352 TEEE 4% R 43 Bc oy bk G L AT = AN 245 1T LAAS A I 4%
WAL R, 2RIt i DA B, )(e.g. 00:09:5b:01:02:03 -> Netgear 01:02:03).

7.6.3. IP HiHARAT (M4 )R)

K4 1P Mk (e.g. 216.239.37.99)% #i Ay idi & B 13 (1) H i/ "Human readable”

DNS/ADNS name resolution(system/library service)Wireshark <% [a]#:/F 24 (5, ADSN library Hbulil- & FRAEAT 1] 812 ) 355K,
1P HuHE R4 A SRR M4 (e.g. 216.239.37.99 -> www. 1.google.com). LI DNS Ai45 1E4F A 2511 3Kk DNS iR454%, Ll
Wireshark 2345 1EAH Y. 1 2] DNS 3 K [ B [H] o W af GEAE, R0 LA S H] ADNS library GX A J DLk 5 55 455 W9 25 AH
Mo )

€ 1:)
@ WER AR IS AT, AT 2% L FRAE BT A Wireshark FHIZ RS, K4

wireshark 23555 44 FEAT 45 R A BN o FEIXFHR LR Y 148 ADNS.
DNS vs. ADNS i HUJE —ANERII AT EG: PIAN E S R 4 ip Huhik >4 JoAth 5 1524 Mkt "Human readable" (3844 ). 1% DNS
H gethostname( WK ik F 4 A A FK o 0 5 26 A T hosts A (e.g. /ete/hosts /windows/system32/drivers/etc/hosts) 5 it 77 £
FIVCHCAR . QIR HEA R, 2545 E ) DNS k55282 if] .
DNS Hl ADNS HLIE X GI7E T 5545 DNS %5 #8544 FA#HT o gethost()23— B A7 ANIE 44 7R AT Bl R 1A 2. Wi DNS
2528 ATT R, Al fgSs by ARG IS 8] (47 JLED ). ADNS JIR 25 S5 B&T0AT miANE] . B [RIRE ) DNS IRZ548 & gk, HASSE
REMR 525 N2 o 'E o SERIAH Y. Wiresharko BB ) HHE (RG22l ) 75 ADNS 73 2145 5 §iA & ROt 4 R Wigi s
HULTE, RS RS, AR FEEA ] "View/Reload " S L BB L6 7 B R RO AT 24 B
hosts name resolution(hosts file) %1% dns fi# 87 AL, Wireshark 2322308 F )5 SEAE A EHLSCHKs TP Hshib-44 45 4 6k 1 1)
WA . (e.g.216.239.37.99 -> www.google.com)

7.6.4. IPX ZHRMBHT(NER)
ipxnet name resolution (ipxnets file) (A& RIEMEE)

7.6.5. TCP/UDP ¥ O & T (5 B)

HH1% TCP/UDP i I (e.g.80)A4 B 1 5 132 1) JE & "human readable" L)

TCP/UDP port conversion (system service) Wireshark 23 [i] #f {1 5 45 &t 3K, 4% 4 TCP/UDP iy 1 24 %1 44 R (e.g. 80->http).
XXX - mention the role of the /etc/services file (but don't forget the files and folders section)!

L3187 32 Feof i 1 P A J 95 44

7.7. BRI



AR 22 WSS FH AR ARG RN A 36 F 5040 (1) e H A A
: >y
"\‘P I FH RS AAE IX L 4 1% 4 redundancy check(TUA A 2 )

B AR At 4 12

TR 1 2 FH A0 LR AT i 0 A i 0 (R e 38 20 IR TR P e AR 0 R B 0 70 BEA T 2 B0 e A B

W2 H s A AR R P 2 e AR, BB, T AR . BRI T RE .

IEROA AR R b2 AR AT 5, S P 2 A A AR X A R ik . AR T7 250 Bl AT A R A TH 5, JFKe S A
R AN ik o BRSO A R (K VAV S B 20 (A IR AN, 4 RS A B AT S R I AR AT AN VLIRS, s £k
P k.

AT LRSI AN RT DO R o545 AR E G S B AR IO BR A B, JHER (R ik,

WAREHR TSR R, O 2 EFHRIEE . R, Bs Z RS MUEETE, A Re kL im s iR
Bl RN L AL E A .

A PRI A AT LUK BBl DA A R R o (EUE AT A I AN VL AR VA R 100% K I B BT A HR . HKORA DR IR S oI
R E] .

BRI EIE AR 2, B 548 el (RS 30 R VL CRC32 (IRFRTUARALI ) o RF AR AR D00 268 W IS0EE P R R 60 SRV i e T
Ay B IS IR B R R R BRI A B, AR PRE TS APERE,  FUA DT T AP RE .

KTKIEFE L5 B AiZ%: hitp:/en.wikipedia.org/wiki/Checksum

7.7.1. Wireshark BeR AIsiE

Wireshark 23X R 2 U SEEA TR0 MNIGAE, 1. TCP. IPo.o

‘B2 Fl"normal receiver" fill—FEI VT 5 AR G 7R AL TR AR W s B 30 A7 B I N 45, e.g.:[correct], [invalid, must be 0x12345678]
DA HAB AL N 25

T AR50 R UE B T 4T I B R AR REAT AL I AT I, A& IEEUARFPEAN S B RAT o 3K 77l St 8 1) PR e A DL L P T 4
o

7.7.2. Checksum offloading

R0 AN TE AT BE 1 2 R 28 3K ), DhsCOREh, SR e i

Bt DOR MRS LUK R IA 2 S 158, RS MU IR M o WERIESZ e A DU 1%, Wireshark i A x5
XA, DUR M2 A% B ST I,

R R AT, IR S e IR AT A il

ELAHT K P B T LLBRAT — 28 R D fe, 1 TP RS AT A, XN checksum offloading o 946 SR EN AN T SEAL B AN,
SUR TR PR A I AN 7 B B e AN T AR R, A ik

—. WX
ﬁ checksum offloading £ 2 FHUREL, KA M4 AR IR T 5 2 W% A8 25
Wireshark. Wireshark 75 2160 (R R 560 R 7 BOE B, R84 BoR R I0 FIAS 28, RV IX
ANELAE DA 28 B i P N 2 A R 36 R
Checksum offloading 4351 #CIRE, bR L& BIKE M [invalid|f5 5, SHEMRIIRIE. ATHFERRE, SR e Sk
BIGVES I, SEAERET R A
PRE] IR H B R 7238 S Checksum offloading 1]
FEIR SRR L 9 4] checksum offloading #E70, 41 S Al FH (15 . Lo
I oL P RE T K 4] Wireshark 4 5 BISRIAS 56 RS ALE o

LS 7E Windows V-5 U1 SR IKB SCHF, 2L TS LAE P>V 26 5 B 8-> 90 298 32 T 455 - >0 12 I - ) Je P - s 3B



